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Aruba DX EIE B

3-1-1 Controller DEKREETF

Controller IOEAZETE® Wizard (CTITLWE T,
[Configuration] &2 Uw 2 UET ., [WIZARDS| X Z1—H5, [Controller]®2Uw I UET,
2+ H— RHOBIB SN B D T[Basic Info](CT[Name](C Controller D&aIZIBELE T,
[VLANs and IP Interface](CC Named VLANs D[AIIi#R L. Vlan Z[1]. Port Z[Alll&IBEUZE
9. TOMIIFICEEOREIHDFEA.

aruba Y CONTROLLER | Aruba7005 Lo out admin
Dashboard = Monitoring Diagnostics = Maintenance Save Configuration | 4
WIZARDS Network > Controller > System Settings
& System Settings | Control Plane Security = Cluster Settings | Licenses | Centralized Licenses | Sync whitelist service
Controller
mus WL Controller Role Master ¥
Remgu AP Master IP Address 2 B
WIP FQDN (optional)
Alrave Authentication 1PSec Key Certificate
NETWORK 1PSec Key (IKE PSK) |
2 Sl Retype IPSec Key (IKE PSK)
VLANs
Ports uplink
Cellular Profile Primary Uplink Wired v
Ip: Secondary Uplink None ¥
aruba BILITY CONTR Aruba7oos Lo oyt admin
Disshboard | Manitaring wliguration | Ciagnostics | Mairtenance Save Configuration | 4
Configure Controller
B Werdflow LT T B . A -
s Specify Basic Information for this Controller
Specily the mams, teneZons, dabe e, and pademordd for this controller. Morg. ..
Icer
Farzword for wser "Admin®; jsesses -3z characters
Rty sasain
AN o TF il b
QrupQ ROL Aruba7005
Dashboard Monitoring Diagnostics Maintenance Save Configuration | 4

Configure Controller

B workflow Q Help
BagicInfo Configure VLANs and IP Interfaces for Aruba7005

Name: Aruba7005 Configure VLANSs for this controller. More...

| Named VLANs All VLAN IDs on This Controller
Licenses 0 1P Address/Netmask IPv6 Address Enable NAT  Port Members DHCP Settings

| VLANSs and IP Interfaces
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aruvba

NETWORKS

Dashboard Monitoring
Configure WLAN
B workflow 9 Help

Radio & VLAN

Radio Type: all

VLAN: 1

Internal/Guest

Internal

Authentication and Encryption

WPA-2 Enterprise

Captive Portal
Disabled

Authentication Server

Radius: netattestST04

Role Assignment

Pre-authentication
Post-authentication

logen
authentic...

WLAN Configured

TY CONTROLLER | Aruba7005

Diagnostics =~ Maintenance Save Configuration | 4

Configuration of soliton_wlan in Group soliton is Complete

The settings you have specified are ready to be pushed to the Controller. More...

Log out admin

Campus WLAN Wizard Configuration Summary 14:54:53,Wed Mar 23 2016

arvba -

WLAN 1 (Created)
1. WLAN
APGroup: soliton
SSID: soliton_vilan
2. Forwarding Mode
Tunnel
3. Radio & VLAN

Bdin Tomas all

Printable config summar: C ds to be pushed

= To configure another WLAN click again.

= To complete the Wizard and apply the settings you have specified, click the Finish button below
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SAECDISAT > NEEE

Gy

AP OEARETEZ Wizard (CTITLWET,
[Configuration] %2 Uw 2 L. [WIZERDS]XZ1—h5S[Campus WLAN]%Z
DUwIUET, Do H— RO ENDIDT. UTDXRSICHELET,

aruba

NETWORKS

Log out admin

ITY CONTROLLER | Aruba7

Dashboard = Monitoring Diagnostics =~ Maintenance Save Configuration | 4
WIZARDS Network > Controller > System Settings
a8 System Settings | Control Plane Security = Cluster Settings | Licenses | Centralized Licenses | Sync whitelist service
Controller
| cammus wian | Controller Role Master ¥
Rem Master IP Address [
wip FQDN (optional) [ i
AirWave Authentication * IPSec Key Certificate
NETWORK IPSec Key (IKE PSK) ]
7 Sontlien Retype IPSec Key (IKE PSK) li
VLANS
Ports Uplink
Cellular Profile Primary Uplink |Wired ¥
Ip Secondary Uplink None v
orubo LER | Aruba7005 Log out admin
NeTwoRKs
Dashboard = Monitoring Diagnostics =~ Maintenance Save Configuration | 4
Configure WLAN
B workflow @ Help . <
AR Specify Wireless LAN (WLAN)
Specify the WLAN to edit. More...
Forwarding Mode AP Groups WLANs for soliton WLAN Usage
default - soliton_wlan a
soliton

dio & VLAN h

Internal/Guest
New New | Copy | Delete Share

Authentication and Encryption Click the Next button to edit soliton_wlan

A n A 200 i

aruba e CON | Aruba7005 Lo out admin
etwosxs

Dashboard ~ Monitoring nfiguration = Diagnostics =~ Maintenance Save Configuration | 4

Configure WLAN

B workflow O Help . = . . 5
Specify Forwarding Mode for soliton_wlan in Group soliton

The Forwarding Mode provides a range of options for forwarding traffic back to the controller through the IPsec tunnel. More...

Forwarding Mode Forwarding Mode:

Decrypt-Tunnel

The AP decrypts and decapsulates all 802.11 frames from the client
and sends the 802.3 frames to the controller through the GRE tunnel.

Radio & VLAN
® Tunnel

User traffic is forwarded back to the controller through the IPsec tunnel.

Bridge
User traffic is locally routed/switched (no traffic is sent through the IPsec tunnel).

Internal/Guest

Authentication and Encryption

16
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aruba

METWORKS

Dashboard Monitoring Configuration

Configure WLAN

B workflow 9 relp

WLAN
APGroup: soliton
SSID: soliton_wlan

MOBILITY CONTROLLER |

Aruba7005

Diagnostics = Maintenance _Save Configuration | 4

Specify Radio Type and VLAN for soliton_wlan in Group soliton

Specify the radio type on which this WLAN is available, as well as the VLAN in which users connecting to this WLAN are to be placed by default. Note: you can override the

VLAN specified below by configuring per-role VLANs in Step 8. More...

Log out admin

oS Radio Type: [an v]|
Tunnel =
Broadcast SSID: | Yes ¥ |

Radio & VLAN M L 1]®

Internal / Guest

Authentication and Encryption
Radio Type All
Broadcast SSID Yes

QrubQ  MOBILITY CONTROLLER | Aruba700s Log out admin
Nerwonxs
Dashboard = Monitoring | Configuration = Diagnostics = Maintenance Save Configuration | 4

Configure WLAN

B workflow 9 Hep
WLAN

APGroup: soliton

SSID: soliton_wlan

Forwarding Mode

Tunnel

Radio & VLAN

Radio Type: all
VLAN: 1

Internal/Guest

Authentication and Encryption

Specify Usage Scenario for soliton_wlan in Group soliton

Guest WLANs allow guests to access the Internet, while blocking access to the internal network. Guest WLANs are not encrypted, and at most require Web-based

authentication. Internal WLANs typically employ encryption and stronger layer 2 authentication. More...

Is this WLAN intended for internal use or for use by guests?
Internal

Guest

aruba

NETWORKS

Dashboard Monitoring onfiguration

Configure WLAN

B workflow O Help
WLAN

APGroup: soliton

SSID: soliton_wlan

Forwarding Mode

Tunnel

Radio & VLAN

Radio Type: all
VLAN: 1

Internal/Guest
Internal

Authentication and Encryption

Captive Portal

MOBILITY CONTROLLER

| Aruba7005

Diagnostics = Maintenance Save Configuration | 4

Specify Authentication and Encryption for soliton_wlan in Group soliton

The authentication and encryption options below are grouped by the level of security they guarantee. More...

More
Secure

I ) - Strong encryption with 802.1x authentication. I

- Strong encryption with shared-key authentication.

- Weak encryption, with optional authentication.

- Open - no authentication or encryption.

Less
Secure

& WPA-2 Enterprise
WPA Enterprise

[aes,tkip ¥ II

L

Authentication:

Encryption:

Log out admin

Encryption

aes, tkip
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4488 Radius B —/\&Z#8TFELZF I . NetAttestEPS (CTHREUEEERLUET,
=120, [Namel]lCDWTIHMERD&RIZFERTEEY,

arvba

NETWORKS

Dashboard Monitoring

Configure WLAN

B workflow @ Help
WLAN

APGroup: soliton
SSID: soliton_wlan

Forwarding Mode
Tunnel

Radio & VLAN

Radio Type: all
VLAN: 1

Internal/ Guest
Internal

Authentication and Encryption
WPA-2 Enterprise

Captive Portal
Disabled

Authentication Server

Configuration

MOBILITY CONTROLLER | Aruba7005

Diagnostics

Maintenance

Save Configuration | 4

Specify Authentication Server for soliton_wlan in Group soliton

An enterprise environment typically uses an external RADIUS server for authentication. The controller also has an internal database that can be used for small scale or

test deployments. More...

Ordered list of Authenti

ion servers:

Up
(oo |

s
Ladd ' Edit || Remove

Select from known servers

® Specify new server

Servertype: () RADIUS () LDAP
Name: [etattestsTOs |
P address:  [192.168.1.2 |
Authport:  [1812 p
Acct port: 3
Shared key:

Retype key:

IRH

Name

EE
netattestST04

Log out admin

IP address

192.168.1.2

Auth port

1812

Acct port

1813

Shared key

secret

Retype key

secret

Dashboard = Monitoring = Configur

Configure WLAN

B workflow 9 Hep
WLAN

APGroup: solitan
SSID: soliton_vdan

Forwarding Mode

Tunnel

Radio & VLAN

Radio Type: all
VLAN: 1

Internal /Guest

Internal

Authentication and Encryption
WPA-2 Enterprise

Captive Portal
Disabled

Pl Authentication Server
Radius: netattestST04

Role Assignment

QrubQ  MOoBILITY CONTROLLER | Aruba700s

ation Diagnostics

Confi

Maintenance

e Role

After being authenticated, each client is assigned a role, which determines the resources to which the client will have access. You can assign the same role to all clients,
or assign server-derived roles based on attributes returned by the henticati henticati i

_Save Configuration | 4

for soliton_wlan in Group soliton

server at

time.

Default role:

Server-derived roles:

|authenticated

v]

 Show Roles & Policies

ore...

Loa out admin

[9 WLAN Configured](C CE&E|

I5E

Default role

EfE

authenticated

Server-derived roles

off

CERDMEOC E&ESR U C[Finish]Z22oUwv 2O UXET,
TOEDEE C[Close]|Zz27Uv I LTI —RELRTUET,
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3-1-3 SSID MR TFE

EDAZ1—MS[WIRELESS]DH D, [AP Configuration]Z2oUw 2O ULET,
[Wireless LAN]. [Virtual AP]. [soliton_wlan-vap_prof|DIE(CER L. [SSID]Z0VUwv I ULET,
[SSID Profile >]MDAMAI(C[soliton_wlan-ssid_prof[?NEIREN TWB C E&ERLUE T,
[Network Name(SSID)]%Z5E A L. [802.11 Security]® WPA2, AES [CFIT WV IZANZET,

Log out admin

ONTROLLER | Aruba7005
.......
Dashboard  Monitoring nfiguration | Diagnostics = Maintenance Save Configuration | 4
WIZARDS Configuration > AP Group > Edit "soliton™
AP
Controller Profiles T
Campus WLAN [ wireless LAN — - —
Remote AP B Virtual 9 I SSID Profile > | soliton_wlan-ssid_prof ¥ I Show Reference | Save As | Reset
e I solkon_wan-vap_prof Basic | Advanced
AirWave
soliton_wian-
NETWORK B 33a_prof Network
Controller E 80211k default Network Name (SSID) |SolitonLab
VEANS Hotspot 2.0

802.11 Security

Ports
liton_wian-
e P twi - &
Cellular Profile _ ssd_prof Netweis Aufherieton None ) 802.1x/WEP 42| © weaz-psk

i EDCA Parameters Station Mixed
Eng tiop -
SECUREY EDCA Parameters 4P v
Authentication
liton_wlan-
Access Control High-throughput SSID Had prof Keys

WIRELESS
> AP Configuration
AP Installation

802.11r
WMM Traffic Management

MANAGEMENT RF Management
General B
Administration
Certificates
SNMP

Logging

Clock

Guest Provisioning

[CRCRCRCRC]
o3

F58%
T

Captive Portal
SMTP
Bandwidth Calculator

Thiachald
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3-1-4 Control Plane Security W% 5E

Ko
it

Control PlaneSecurity D% EZITLNE T,
[Configration]¥ 7%= 21w/ L%E9 ., [NETWORKIXZ1—%ERk L. [Controller]U>20%21)
w27 UZE 9, [Control Plane Security]9 7%/ Uw 2 L [Disabled](CFT v IO ANE Y. =&
[C[Apply]ZOUw O ULET,
XFT IAILNTEFBMICIRD TVET,

Orubo ’ . | Aruba7005 Log out admin
Dashboard = Monitoring : Diagnostics =~ Maintenance Save Configuration ¥
WIZARDS Network > Controller >Control Plane Security

AP System Settings [ Control Plane Security | Cluster Settings | Licenses | Centralized Licenses | Sync whitelist service

Controller

Campus WLAN Control Plane Security Enabled]® Disabled

Remote AP Auto Cert Provisicning

WIP Addresses allowed for Aute Cert All Specified address range

Airwave

VLANs
Ports Number of AP Whitelist Entries 1

Cellular Profile
P

SECURITY
Apply
Authentication .
Commands View Commands

Access Control
WIRELESS

3-1-5 AP FOEYaZ J 0% E

APDTOEZ 3 > J%TVWET,
[Configration]9 %21 Jw /2 U%EY, [WIRELESS]X—1—%EBIL. [AP Installation]U>0%
DOUwO9BDEIT FO—S—THRTESD AP IAFRRESNET, JWRD AP (CFTvIZEANT
[Provision]Z2o v 2O ULET,

aruvba o Y COP | Aruba7005 e
Dashboard ~ Monitoring : Diagnostics = Maintenance Save Configuration L 4
WIZARDS Wireless > AP Installation > Provisioning
AP Provisioning | Provisioning Profile | Whitelist
Controller
Campus WLAN Search Search
Remote AP AP Name AP Group A AP IP A& AP Type A AP MAC Address & AP Serial Number A Flags & Status &
WIP I ¥ 84:d4:7e:cl:d3:e8 soliton 192.168.1.4 205 84:d4:7e:cl:d3:ed CMO550895 Up 2h:22m:47s I
AjrWave 1] 1-10f1|10 v
NETWORK
Controller Flags: U = Unprovisioned; N = Duplicate name; G = No such group; L = Unlicensed; I = Inactive; D = Dirty or ne cenfig; E = Regulatory Domain Mismatch; X =
VLANS Maintenance Mode; P = PPPoE AP; B = Built-in AP; s = LACP striping; R = Remote AP; R- = Remote AP requires Auth; C = Cellular RAP;; ¢ = CERT-based RAP; 1 = 802.1x
authenticated AP; 2 = Using IKE version 2; u = Custom-Cert RAP; § = Standby-mode AP; J = USB cert at AP; M = Mesh node; Y = Mesh Recovery; ; Port information is
Ports available only on 6xx.;
Cellular Profile
i
SECURITY

Authentication
Access Control

WIRELESS

AP Configuration
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Provisioning | Provisioning Profile
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AP Group
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® Default
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®' Internal/Included Antenna

Authentication Method
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PKCS12 Passphrase
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Pre-shared Key “ Certificate
|

[ ] Confirm IKE PSK |

[ 2 Ve Ve Ve Vie Ve Ve Ve Ve Ve Ve Ve Ve Ve Ve Y2a Ve Ve Ve Ve Va2 2a Ve Vie Wie Ve Ve Ve Ve Ve Ve Ve Ve Ve Ve Ve Ve Ve Ve Ve Ve VeV

by

a2 V¥ Ve Ve Wl eV eV eV e SN e Ve Ve Ve Ve VeV eV eVl e Wl eV e Ve Y a VT Ve Ve VeV e Vi e Ve Ve Ve Vi e Ve Ve Ve Ve Ve Ve Ve Ve Ve Ve Ve Ve V)

Bandwidth Calculator

Threshold
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1P Mobility

Stateful Firewall
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Wired Access

All Profiles

E-mail Support
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User Name
Password

Master Discovery

Use AP Discovery Protocol

/' Master Controller IP Address/DNS name (2)
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IP Settings
Uplink Vian
Obtain IP Address Using DHCP

*® Use the following IP Address
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Gateway IP Address
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IPv6 Address/Prefix-length
Gateway IPv6 Address
DNS IPv6 Address

Single Chain Mode
Enable for Radio-0

L 1

Confirm Password [
192.168.1.1 TFTP Server (2) [
Master Controller IP Address/DNS name (2) f \
0
[192.168.1.4 Subnet Mask [255.255.255.0
[192.168.1.1

Domain Name

|
|
\ [
|

Enable for Radio-1

AP List
AP IP Address AP Name AP Group SNMP System Location Mesh Role AP Type Serial Number
192.168.1.4 [84:d4:7e:c1:d3:e8 | soliton | | none 205 CM0550895

b
Apply and Reboot | Cancel
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