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Public CA Enroliment

Get vour Cisco ASA security appliance up and running quickly with an SSL Advantage digital certificate from Entrust. Entrust offers Cisco customers a special
promotional price for certificates and trial certificates for testing

Enroll ASA SSL certificate with Entrust

Using a previously saved certificate signing request, enroll with Entrust
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[Configuration] - [Device Management]| - [Certificate Management| - [CA

Certificates] OEEMNSA > R— MEITVWET,

ile View Tools Wiza indow Hel T voe topic o search S il
~ Refresh ) Back () Forward| 2 Hel _1 cisco
% 1R ati Jevice Managemen Jertificate Management (=]
& W
8 || S&et;"\nllmﬂe/%nﬁgumlion
é 138 Logaing

8 Smart Call-Home

o] |6 B Lisers/.

(= B Certificate Management

| %Idemit Certificates

i DHCP .

& 8 DNS

& B Advanced

Eind © © [[IMatch Case

Trustpoint Name: ASDM_T rustPoint!
(®) Install from a file: |G ¥Users¥soliton¥Desktop¥racace| | Browse.. |
() Paste certificate in PEM format:

off, Devics Setup

E‘ﬁ ﬁwll

@wm.ﬂcmsvﬁ\l

@Sih—w—Sih VPN

[, Device Management

- () Use SCEP
SCEP URL: http://
Retry Period: 1 minutes
{Insta” From a file] Retry Count: (Use 0 to indicate unlimited retries)

* nacacert-pem.cer

More O ptions...

Install Certificate
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RIS, A2 IR—BUTz CAGEBRZEZIEIRL. CRLOFREZLE T,

> Device M: > Certificate > CA Certificates =]

General Pu
General Purpose

Revocation Check | CRL Retrieval Policy| CRL Retrieval Method | 0CSP Rules | Advanced

O Do not check certificates for revocation

(®) Check certificates for revocation

Revocation Methods

Specify the methods used for revocation checking and their order. If both methods are selected, the second
method will be used only if the first one retums enor.

OCSP Add>> Move Up

Mowve Down

Consider certificate valid if revocation information cannot be retrieved

Canml

-27- 2018/10/31



S2liton

4-71 H—)\—EEBRE D > 7R— ~ (ASA 5505)

NetAttest EPS THRITUIY—/\—SIAZE%Z 1> /R—MUFE T,

[Configuration] - [Device Management] - [Certificate Management] - [Ident

ity Certificates] MEIEMNS1>R—KUET,

ﬁ

cisco

> Idontity Cortifi

! e Access
Icensing
Svstem [mage/Confizuration
i+ & Loaging
Srrart Call-Home
E 8B Users/ABA
8 Certificate Ma

[, Device Management

o

Issued To

Issued By Exiry Date Assodated Trustpoints
Not Available ASDM TrustPoint0

Usage

Public Key Type Add
Show Details

Unknown

Eind:

Public CA Enrollment

Get your Cisao ASA security appliancs up and running quickly with an SSL Advantage digital certificate from Entrust. Entrust offers Cisco customers a spad]

© © [|Mstch Case

promotional price for certificates and trial certificates for testing

Enroll ASA SSL certificate with Entrust

Using a previcusly saved certificate signing request, enroll with Entrust.

Identity Certificate

[@ Install from a file: .C:¥Users¥so|iton¥Desktop¥na|.lseroert—pem.oer

(") Paste the certificate data in base—64 format:

| Install Certificate

®

Certificate import succeeded.
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5 ASA 5505 D#E#SE

ASA 5505 DixEft(CB 9 DEEEDIRN
1. IP7RLRAT—ILOBRE
2. AAA B—)U—(RADIUS H—/\—) DR

3. AnyConnect VPN Connection Setup Wizard

-29 - 2018/10/31



S2liton

5-1 IP 7 RL AT —)LDEE

AnyConnect ZFU\T SSL-VPN #=#t(chkIN Uz VPN OS54 77> MM U T EIDET
BIPV7RLRT—IVZEELET,

[Configuration] - TRemote Access VPN] - [Network (Client) Access| - [Addr
ess Assignment] @ [Address Pools| T lTAdd] #20Uwvw O ULET,

[Add IP Pool] CEINHTDEE®D IP 77 FLRAZIEELFX T

x

Tyre topic to search Go
il
Refiesh ) Back () Forvard| 2 Hel j cisco

Remote Access VPN~ & 8 | Configuration > Remote Access VP letworl (Client) Access i o
2 Introduction

B AnyConnect Connection Profil Configure named IP Address Poals. The IP Address Pools can be used in either a VP [Psec(IKEW1) C o Profiles, A& S
& ﬁﬂ&nmg giﬁbtrgzaﬁ‘ion/u Policies configuration AnvConnect Connection Profiles, Group
i) nne: 1ent ronle

fd AmConnect Client Software * Add -Jif Edit| W Delete|
vramic Acoess Policies

gGmun Policies Pool Name Starting Address Ending Address/Number of Addresses Subnet Mask/Prefix Length
1 [Psac(IKEw1 ) Gonnection Profi

‘ESe:ure Mohility Salution
ress Assignment
@Assw ment Policy

=8 Ad
£ Chenﬂess SSL VPN Access
Remote

AAA/LocaI Users

Host Scan Image

[+ B Secure Desktop Manager
1+ Certificate Management

Language Localization

Bla
i DHCP Server
[E2 ﬁ Advancad

Name: pool—sample

[Name]
Starting IP Address: |192.168.1.150
Ending IP Address: |192.168.1.200 * pool-sample
Subret Mask 255 255 255 0) [Starting IP Address]
\ 0K Cancel +192.168.1.150

[Ending IP Address]

<admir> 15

+192.168.1.200
[Subnet Mask]
- 255.255.255.0

Configure named IP Address Pools. The IP Address Pools can be used in either a VPN [PsedIKEW1) Connection Profiles, AnvConnect Connection Profiles, Group
Policies configuration

% Add - & Edit T Delete

Pool Name Starting Address Ending Address/Number of Addresses Subnet Mask/Prefix Length
192 1681 150 192 168.1 200 255255 255 0
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5-2 AAA B —){—(RADIUS Y —/{—)D5ETE

NetAttest EPS (CRIGHEIBROTO M IILEZIBELET .
[Configuration] - [Remote Access VPN] - TAAA/Local Users] - TAAA Server
Groups] MD[AAA Server Groups]hSEREULET .

File View Tools Wizards Window Hel [[voo tovic o soarch S e
ing | Save @ Refiesh Q) Back () Forward P Help| j cisco
a8 |G ion > Remote Access VPN > AAA/Local Users > AAA Server Groups. o

Remote Access VPN
s 2 Introduction
i 8 Network (Client) Accsss AAA Server Groups
T

%:{,‘eﬁ:ﬁ%ﬁ,&uﬁ Access Server Group Protocol  AcoountingMode  Reactivation Mode Dead Time  Max Failed Attempts l Add '

Eqt

fale] s Delpte

Languags Localization
¥ DHCP Server
DNS
18 Advanced

:
&l EWEE! B0

d

i

8

F

i

4

Eind: © O [|Match Case

Servers in the Selected Group

Server Name or IP Address  Interface  Timeout Al

: ALA Server Group:  |naeps
|53 Bemote Access VPN Eind © O [_|Match Case

[FsitetoSite VPN LDAP Attribute Map Protocol: RADILS v

Devics nt

o Accounting Mode: () Simultaneous (@) Single

UTc

Reactivation Mode: (@) Depletion () Timed

Dead Time: 10 minutes
[AAA Server Group)

Max Failed Attempts: 3
- naeps({£X) [ |Erable interim acoounting update

[Accou nting Mode] [ |Enable Active Directory Agent mode

- Single VPN3K Compatibility Option

oK Cancel
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R(C. [Servers in the Selected Group]< RADIUS H—/){—& U T NetAttest EPS
ZIELEI,

x

[ vee topic to search sl

indow Go
ing Save Q¥ Refresh Back (J Forward Hell cisco

sonfiguration > Remote Access VPN > AAA/L ocal Users > AAA Server Groups o

AAA Server Groups

ServerGroup  Protocol  Accounting Mode  Reactivation Mode  Dead Time  Masx Failed Attempts L Ad |
LOCAL Edit
RADIUS _[Single Deplstion

Find © © [IMatch Case

Servers in the Selected Group

Server Name or [P Address  Interface  Timeout m

EyFiroval

@Site—tu—site VPN

Device nt

Eind ©® © []Match Case

<admin> 115 it %17/12/]8 5354 UTC

A 4

[Interface Name]

Server Group: naeps
- inside Interface Name: inside v
Server Name or [P Address: 19216812
[Server name or IP Address] Timeout 10| seconds
+192.168.1.2 RADIUS Parameters
. . Server Authentication Port: 1812
[Server Authentication Port] , |
Server Acoounting Port: |1 813
-1812 Retry Interval: [10 seconds
) Server Secret Key: |......
[Server Accounting Port]) P ] c0c000
. 1813 ACL MNetmask Convert: |Standard

Microsoft CHAPV2 Capable:

[Server Secret Key]
SDI Messages
- secret Message Table

IRR—N
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5-3 AnyConnect VPN Connection Setup Wizard

AnyConnect(SSL-VPN)D#EGETO T 7 1 )L ZERR LET .
[AnyConnect VPN Wizard] ZFEL. JOJ7AILEERULET,

Steps
2.

| Startup Wizard...

VPN Wizards

-

High Availability and Scalability Wizard... |
Unified Communication Wizard...
Packet Capture Wizard...

LDAP Attnbute Map
ogal Users
Host Scan Imase

Secure Desktoo Maraser

@ Language Localization

DHCP Server
DINS

e lnanlie
Forward| 2 Hel cisco
_ site-to-site VPN Wizard... =
AnyConnect VPN Wizard...
Clientles SSL VPN Wizard... kd Attempts Add
IPsec (I4EV1) Remote Access VPN Wizard... Edit
Delete

Introduction

Use this wizard to configure the ASA to accept VPN connections from the
AnyConnect WYPN Client. The connections will be protected using either the [Psec
or the S5L protoool. The ASA will automatically upload the AnvConnect VPN
Client to the end user's device when a YPN connection is established

VPN Remote Access

Local ?

Connection Profile Identification

This step allows you to configure a Connection Profile Name and the Interface the
remote acoess users will access for VPN connections.

Identificat
VPN Protoc
Client Image
Authenticat

Connection Profile Name: soliton_anyoonnect]

VPN Access Interface: outside

Methods
Client Addre
Assignment

Network Na
Resolution
Servers

NAT Exemp

AmyConnec
Client Deplc v

[Connection Profile Name]
- soliton_anyconnect
[VPN Access Interface]

- outside
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Steps VPN Protocols
e AmConnect can use either the [Fsec or S5L protocol to protect the data traffic. KVPN PrOtOCOIS]
3. VPN Protc Please select which protocol or protocols you would like this connection profile to
4 Client Image support. - SSL
5. Authenticat [v]ssL
Methods . -
5. tors pkar | [J1Pesc [Device Certificate]
Assignment N
7 Network Na | Device Certificate A >ik—bUE
Resolution Device oier‘tiﬁoate identiﬁez/ﬂ‘e AS)A to the remote access dlients. Certain AnyCon
Servers features (Always—0n, IPsec/IKEV2) require that valid device certificate be available — = == 3
ool | Y— ) —FEEEERIR
3 fGomeC’ | Devics Certificate: |— None — v | Mar
10. Summary .
TrustPoint: ASDM_TrustPoint0

Issued To: hostname=Ciscoasa, cn=Ciscoasa, o=Cisco Systems, c=US
Issued By: cn=EPS ROOT CA, c=]P

Serial Number: |02

Public Key Type: |RSA (2048 bits)

Client Images

UL Uy

ASA can automatically upload the latest AnyConnect package to the client device

3. VPN Protoc 8 when it accesses the enterprise network. [Add] ﬂ'{@ >b\‘5 N a 5’( 7> |Vf

4. Client Ima E
A regular expression can be used to match the user—agent of a browser to an

5. Authenticati s | imams: A—=[Any Connect pkg 7 71 JV]

Methods You can also minimize connection setup time by moving the image used by the
A
ZiEIR

Client Addre most commonly encountered operation system to the top of the list.

Assignment

. Network Na Replace| @ Delete| # |+

Resolution .
Servers Regular expression to match user-agent

R ocivin420106556 | =

AnyConnec
Client Deplc

105 You can download AnyConnect Client packages from Cisco by searching
ummary “AnyConnect VPN Client or dick here.

f\i) pkg F7A1IW(IS54F7> hB AnyConnect Y J RIIT A A=) A ik—
MURFNIE, AnyConnect Z%241(F3 Interface B'E#ICRDFEEA . BRFH/N
—3>%®H89 BICIE cisco.com T >O—RUTTFEL\.

Authentication Methods

A | This step lets you spgcify th’e’ location of the authentication server,
3 VPN Protoc You can dlick on the “New..” button to create a new server group [AAA Server Group]
4. Client Image

uenunLa Uy

. AAA Server Group: na |
5. Authentic: ( - YEREHD[naeps] ZEISTE

. AAA Server Group Details

6. Client Addre
Assignment
1 Networlf Na
Resolution Server Name or IP Address  Interfacs  Timeout

Servers —
linsids . |___10)
. NAT Exeme o

. AnyConnec
Client Deplc

# Add| & Edit| @ Delets| | 4 |Test

10. Summary

| <Back [ bext> |
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Steps Client Address Assignment

T Iw=TH(e)

A | This step allows you to create a new address pool or select an existing address
3. VPN Protoc pool for IPv4 and IPVB. The AnyConnect clients will be assigned addresses from
4. Client Image the pools when they connect.

5. Authenticat IPV6 address pool is only supported for SSL connection.

Methods
6. Client Adc 1P v4 Address Pool | IP v6 Address Pool | [IPv4 Address Pool]
Assignmer| 8 | ) eee Pool: |pool-sampl Ne > o o
7. Network Na rocs Pocl: [poot-sample V] | New YERNEHD IP 7 RLARAT —
QESDWUOH Details of the selected address pool B
crvers Starting IP Address: [EPRIERRER - IV&IEE

& NAT Bxeme Ending IP Address: |192.168.1.200
9. AnyConnec L ress S

Client Deplc

Subnet Mask: 255.255.295.0

10. Summary

< Back [[_ext> ]

Network Name Resolution Servers
A | This step lets vou specify how domain names are resolved for the remote user
3. VPN Protoc when accessing the intemal network.

4 ClientImeas | 6 Sorvers:  [192.168.1 20
5. Authenticat Srvers:

Methods WINS Servers: { DNS Serve I‘S]

Client Addre Domain Name:  example.local

Acsignment - DNS O7 RL R%ZI8E
 Network I

Resolutior
Servers

. NAT Exeme

AnyConnec
Client Deplc

LIS IUa

10. Summary

”’\1‘) KB (2 S AD . DNS H LB A TEENAEEIEE LTI R E 0,

Steps MNAT Beermpt

A If network address translation is enabled on the ASA, the VPN traffic must ke
3. WPMN Protos exampt from this translation.
4 Client Image

5. Authenticat
Methods
. Olient Addre [NAT Exempt]
Assignment
. Metwark Ma ° ?I“JO@U
Resolution
Servers
8. NAT Exem

9. AmConnec
Client Deple

ST U L

[ | Bxempt VPN traffic from network address translation

10 Summary
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Steps AnvConnect Client Deployment

e AnyConnect client program can be installed to a client device by one of the

A

3. VPN Protoc following two methods
4 Client Image
5. Authenticat

Methods
Client Addre
Pssignment
. Network Na

Resolution
Servers

MNAT Bxemp

. AmyConne
Client
Deploymet

1) Web launch — On acosssing the ASA using 2 Web Browser, the AmyConnect
client package will be automatically installed;
2) Pre—dsployment — Manually install the AmConnect dient padags

10 Summary

e

" VPN Wizard
Summary

Here is the summary of the configuration

Name Value
=Summary

Name/Alias of the Connection ... soliton anyconnect

VPN Access Interface outside

Devics Digital Certificate f%";‘;;";fg?t&““m:o'mﬁ“
VPN Protocols Enabled SSL only
AnyConnect Client Images 1 package
Authentication Server Group naeps
Address Pool for the Client 192.168.1 150 - 192.168.1.200

Server.

DNS Domain Name:
The protected traffic can be subjected to

Network Address Translation network address translation

BUH Help
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YERS =M Jz[Connection Profiles]%z ledit] NSiRELFET .,
[AAA Server Group](Z(&. Fe#ZE/ER UTZ[AAA Server Group|Zi#IRUE T,

G

il
cisco

e ess > AnvConnect Connection Profiles =

Ty I — The security appliance automatically deploys the Cisco AnyConnect VPN Client to remate users upon connection. The initial chent vser

al - (IKEV2) turnel s well 53 SSL tuneel with Dstagram T ranszort Layer Scurity (DTLS) tunreling ostions.

# B ArnvCornect Custorization Lo
Arvionnect Client Profil

ights. The Cisco AnyConnect VPN Client supports [Psec

fPccess [nerfaces

G ol
Bl PoeqIkEul | Connection Profiled | | SSLaccsss must be snabled iFyou sllow AryCannect disnt 1o be launched fiom a browssr (Web Lsunch)

Secure Mobility Solution
1 B Address Assimment S5L Acomss. [Peac (IKEv2) Access

8 Advan, Interfoce Devica Certificata
Clientless SSL VPN Acoess Allow Acoe.. Enatle DT . Allow Acce.. Erable Client Sen...
R Famote . Fort Sattings .
ARA/Local Lkers utside v v | 5
Host Scan Imase :
oy Dearton Marazer [+] Bvpass interface acoess lists for inbounds VPN sessions
Langusgs Localization Access lists from srous policy and user policy alwavs acely to the traffic
DHCP Server
B e Login Pags Sstting

[w] Allw userto sslect connection prefile on the ogin pags. ©
[ Shutdown portal login page.

Conrection Profiles
Connaction profils (tumnel group) specifies how user is authenticatad and other parameters. You can configure the mapring from certificate to connection profile hare

-A@D@\m Find © © [ |Match Cass

Nams SSL Enabled IPsec Enabled Aliasss Authentication Method Group Policy
DeultRedous | ARPILOCAL)
AARLOCAL)

DefautWERVPNGroup

MName: ‘solitonianyoonhec‘t

Aliases ‘solitonianyoonhec‘t

Method: Oasa O Certificats (@ Bath T = =
ALA Server Group: ‘naaps
[ ] Use LOCAL if Server Group fails

XQlicat Addrcs Accionpent
DHOP Servers \ [Method]

(@ MNore () DHCP Link () DHCP Subnet

Client Address Pools: ‘Doolﬁsamo\e .
- Both
Clisnt I8 Address Pools:

IPvE address pool is only supported for SSL. {AAA server Group]

Default Group Policy
Group Il:’olicy ‘ ‘ Grouppo\icyiso\itc‘m’a nyoonnect . naeps
(Following fisld is an attributs of the group policy selected abowvs.)

Erable SSL VPN dient protocol

[ ] Enabls IPsecIKEV2) client protocol
DNS Servers ‘192 168120

WINS Servers

Dornain Narme: ‘a)@mp\e lacal

‘ @ Next @ Frevious

I oK I\ Cancsl || Hslp

\—
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6 Windows it AnyConnect D:SE

AnyConnect VPN 751 77> bODRTE
1. PCADTSHILEHEDA >R k=)L

Bl

2. Windows iR AnyConnect D% TE
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6-1

PCADFTZHILsERAE DA > X b—)L

PCICOSA 77> MNEBAEZ 1> R—MUET,
AI>O—-RUTBWEO S 7> MEBAZE (user01_01.p12)&5TILO UV ITF S

&\

SERAE A > /R— RO+ J— ROEIT

AEBEOAIR—b D1Y - FORE

Z09¢¥-FTiz. (A, EHSEWIAN BLUEHRSENIAMT AV SHEASANFIIE -
LET.

SERMACLOTRTANAIIASR. 14— ID ZRIEL. T-52REURD, FRRTF1UTTHR
BEENRy M- BERRETILHOEBRESATVET. RSB 7. HBSHRE2N3SR
Fht Ty,

(@ BEQI-H-(C)
Oo-n IVE1-4-(L)

B|ETBRE. DRA] WU TRV

AR~ NI SABBIZ AN
AR- MBIV RIEELTURE .

TrAVE(F):
IC: ¥Users¥soliton¥Desktop¥user01_01.p12|

EE: ROWIESIE 1 2077 UEBOIASTRETEET:
Personal Information Exchange- PKCS #12 (.PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 IS5 & (.P7B)
Microsoft SUZJULENTIERBAL7 (.SST)

SNFEXTI,

(REDOI—Y—] &E#R
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BEF-ORR
THTAERTILOC, REF-R/RI-FTREENTVET.

[JXXD—R]
JRI-K(P): NetAttest EPS TillAE%
‘ooooooool
RITUEBICERELRZ/\RD—RZAD

[J/29-FOFR(D)

REF-0/ - FRAALTUR .

AAR=b ATZ3AL):

[ REB+-ORBEENIT(E)
OIS RENCTRE. WEF—HT -3  TRDNBRUICRBERDSNET.

IO+ ETHAR-MEIRECT (M)
F-0/(yPy TS M- MEEIRECLET

VI IATOLETD/FESHB(A)
e
EBERLF

HREATR. TRSFREENISATL LOEETT.
Windows CERE2FRERMNCERELY. TRSOSFEHET SN TEET. {ﬁ[ﬂﬂ%@ﬁﬁ(zgjb\t o o o ]

® ERSOBHCRINT, BHNEEREANTBRRTIU)

O ERBATATRORPEET D) - FIVIB

Hidi:riod
SB(R)...
RAN)

2 AOR—RNDAF—RBTETITDE

J1—Y —5ERE/CA SIAEN 1—5 —D
TERED1IR— b I4F-FORT PC [c4 >ik—hahEd.
T R R tFa1VFsBSE@EIE (FW] ZHTULEXT,

A E25 (ca) AP
LTVET:

EPS ROOT CA

EASHRMC "EPS ROOT CA" WTMDMWF&@A,
“EPS ROOT CA" |.3lm/umum BLENBET. ROBSIET
ORBTRUSET:

8D (shal): B65E69AD F906A732 20CC37FF 0B11C19F 61562F65

=
Ld)ll«—bﬁm{lxrhn?ﬁt ..U) CA L TRTIVIRSEN
NIEWENTT. WENTURLSEI2DERBEA AL TFL
l&E#J’)ﬂl EETT. (V] tb‘mk CORMETZBURILIR

COEBRBEALA-ALETH?

[ o |
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6-2 Windows R AnyConnect MD:%7E

Cisco AnyConnect VPN 25477~ k% Cisco.com EUL(FASA 1—H—H—-EX
R=Hh550>0-RU, 12AR=ILUET, ASA 1I—HF—-—HB—-EINM5457>0
— RIBDIHFEIF. NRIETIE http://192.168.2.2/(CT7 O ALTTF =L,
AnyConnect %A > X h—)LF B E[FRT BLA]IC TAAIHFRENET,
OVw 093 EUTOERENRRSNETIDT, EHTLD ASA ZIBELF T,
AnyConnect D/\—=3 2 (C KD THRRSNIDEHIEBRKSERRDIEZEN D DET,
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7 i0OS ki AnyConnect D5SE

AnyConnect VPN 751 77> NDRTE
1. iPhone ANDFTZH)LEEBRED 1 > X h—=)L
2. i0S ik AnyConnect D5%TE
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7-1 iPhone A VPN BB =>4)LiEBRZED1 > XA b—)L

NetAttest EPS iSHiTU T VPN B4 )LaEBAEZ i0S T/\A RICA > A h—=ILTF
B73EEUT. T4 DDIFERENSHDFT,

1)NetAttest EPS-ap Zf#(). SCEP THUYS 9 /5%

2)Apple Configurator2 (#7OT71IL) ZEDHE

3)T A ILFEBREZE A —)LISHRAT U iI0S T/I\A RITED . 12 AM=)LTBDHEE
AHTTP 7O XA —/\—(CEEBAEZ 7Y JO—- RUT. 41> R M=ILIDHE

FREVWINHDIFET CAGIRAE LI - —iEAEZ 1> A h—JLUFET,
AFIETIFEAEZED 2 R— RFELCDNTIFEIB LV LET.

(1 i0S 10 &M OS ik £ ROOT iEBAEZ 1 > /R— I B3I5E.
\l) FEBTA > R— NUEIAEZERSEILENBDET,

o AEBAEZEA—JLIRITULTIOS FINARICED A X M—=ILT B 5E.
\1.) Legacy AnyConnect ([CO#HBERENE T . (Legacy AnyConnect (& i0S12 BIi%

TIEIFBTEEEA. )

#F LWL AnyConnect DIZFE XU T DERIRSENSHDET,

® Web Y—/N\—(CEIAZEZ7vIO—RU. §9>0—RK URL ZAWNTA >R—
rEITS A&

o A—JLR{FIET i0S FINA R(TEDZFIAEF%E i0S D [SRAFLREHKEE] &
FALA R—MEITSHE

® EPS-ap TIIBAERMESC. VPN ITOI7AIEEHIT DHE

I VPN SE
VPN
ERE VPN fE55
VPNH—)(—
EBEROY1T GCico AnyConnect v |
- L2TP
IN—7 1PSec (Cisco)
Cisco AnyConnect (Legacy)
AnyConnect
# Junper S50
Puke Secure
FMTB kA1 YRR 5 WONE B

SonicWALL Mabile Connect
i - 3 v B0

EPS-ap 7 a7 7 A NVEBAN—U D[ a7 7 A0 ]-[VPN]-[#fi 71~

- 43 - 2018/10/31



S2liton

7-2 i0S kit AnyConnect MDESTE

Cisco AnyConnect VPN U577~ % Apple App Store 51> XA ~—=)LUET,
A2AR=IVETTUZEE L. AnyConnect DEEEEITLVET,

TEREOLD (T LRI CHEDTZYILiEAE 21 > /R— b U,

VPN DEREZITVET .

(AFIEZ(E CiscoAnyConnect for i0OS V4.0.0 ZEETERR SN TLET . )

7-2-1.AnyConnect VPN OEREE

16:44 16:45

AnyConnect ( AnyConnect VPN#E#H Frotll VPNIE#Em
B/ -Fr LIS AR— bRy b5
AnyConnect VPN VPN DB, Eigt) CiscoASA
i EEAE L I| H— 192.168.2.2
2 HEERRERRE i}
1 2 .3 4 5 6 7 8 9 0
@ & % ? = [ 1
et - + @
A A we . - BN
1. AnyConnect &) 2. [VPN Emmia] % 3.VPN $EEiehl
(1] 9V, AR EL:)

- £ (CiscoASA)
(B—/)(—]

- ASA D7 KL Z(192.168.2.2)
[fR¥F] RY > THEERTF.
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8 Android OS kit AnyConnect D&SE

AnyConnect VPN OS54 77> hODSTE

1. Android iwRAD VPN 745 )LEEBRZE D1 > A h—JL
2. Android it AnyConnect MFSTE(BAKE. 1—H —3AZ 1> /R— 1)
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8-1  Android igxA\D VPN B7>4)LiEBRZED 1> X b—)L

NetAttest EPS 5FTUIET>4)JL VPN 11— —EFBEZE% Android 7/ \1 X (C
A AM=ILTBEEELUT, FRE3 DDA ERENSGDET,

1)NetAttest EPS-ap ZfE(). SCEP THUS Y 3753k
2)7 4 ILEEBAEE X —)LICHMT L Android /W1 R(CED, A > A h—ILT B755%
3)HTTP PO TER Y —/\— ([CiEAEE 7Y JO— RUT. 1> R =LT D54

EERVWINHDFEET Android OS @ VPN 07T U] (C CASEBRE &1 —Y —5itiAE
A AR=ILUEY,
AFIETIFEAEZED > IR— RFELCDNTIFEIB L LET.

Android FH® AnyConnect 77U DT, 1—H—5IEAE% Android OS @ [VPN
EFTV] (TR =)L, AnyConnect Lt TRI&A > R— M BIREBENHDET,
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8-2 Android OS it AnyConnect %7

Cisco AnyConnect VPN =1 77> k% Google Play Store 51> XA ~—=)LUE T,
AR S=)L#E. 7T UREEIL. AnyConnect DEEEZITLNE T,

TEDXD ([CHHRSE LR CEDS T HILAAEZ 1 > /R— h U,

VPN BREZITLE T,

(AFEZE (L CiscoAnyConnect for Android V4.0.09039 ZE#ETERR =N TLVET )

8-2-1. AnyConnect VPN OEREE

. I 2 4
QERTT 4
HVIH’TUAI. PRIVATE NETWORK Add New VPN Connection
AnyConnect VPN o
HRERE A T w—=n
ﬁﬁ 192.1
EELL Advances d Preferences
AHEEE FOFO/LOTHERE e EE
st
-lclllsnél‘;- Fy el =T
EECEDE $EEOEGE 2 BT
1.AnyConnect &i2Eh., 2. [Add New VPN 3IERIT 14
Connection] Z249v 7’ [5%BA]
- CISCO(4EE)
[U—)(—]

-ASADIPZAN
[(REFIRY > THRERT -
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8-2-2 AnyConnect (C1—Y—iIBAED 1 > R— ~

tmesp O® 1T
‘.‘\, AnyConnect
B/ —FrATFIR— bR b=
AnyConnec t VPN
R & |~ -
i 20
CISCO
i
min
CISCO
4 o) m]

1. AnyConnect %Zi{2Eh

(&%) 29vT,

EE]

Import

4. FEdD [Import]
IvT,

ARL—2]

svnced protr : BAL

¥ CISCO

Add New VPN Connection'

Bt TiRS%

B HIER

[CISCO)] ZE#HULU.
(IERERE] Ry %&
YD,

SERE DT R — b

FTANSATL

F b T— 2 DIEFR(URI

FRAZRGLT v LA b L—3

z2#9v7D,

HEAE
=E:]

IPsec £ - T

EMCESSLT I3 < PseckiEEINE T, IPeec/iS
A—ROFEEIIOVTH. FillERoToA=2—%
BIRLTLH 2,

EAP-AnyConnect

Ha

3.

Frtll T

BN T
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9-1 PC (CBHFD AnyConnect ZF)F L7z SSL-VPN &#t

Cisco AnyConnect VPN 251 77> hZFIF L. VPN EHRZITLE T,

> [(VPN]
g i - 192.168.2.2
Ready to connect, . L
i192.168.2.2
[Group]
e ey cxnd s, - Soliton_anyconnect
Group:  solton_anyconect [username]
Username: |user01 - user01
[password]
- password

@[Group] [ClE Connection Profile Name &183E.
AnyConnect EBEHETIBE, 92T MADTAIVHEREN,
IP7RLRAT—=ILMS IP 7 RLAMAWHENE T,

‘\ X

il AnyConnect Secure Mob’nty Client I

cisco

State: Connected
Tunnel Mode (IPv4): Tunnel All Traffic
Tunnel Mode (IPv6): Drop All Traffic
Duration: 00:00:21

Address Information

Client (IPv4): 192.168.1.151

Client (IPv6): Not Avaiable

Server: 192.168.2.2
Bytes

Sent: 38548

Received: 27133
Frames

Sent: 152
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Cisco AnyConnect VPN 51772 hZFIFAL. VPN #EiZiTW\WE T,
AnyConnect 77U ZEE L. [#&EH] TERBEHFOEGEITOT 71 ILZ&ERL. [Any
Connect VPN] Z ON (CLUZE T,
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=7 soliton_anyconnect AnyConnect VPN L/
a—HE: user(1 =R CiscoASA
JRT— R il P
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a s df gh j kI
a1 e T T T T T Rmim
CIsco ¢ z xcvbnm& cisco
ﬁ .23 space m ﬁ
r

4L L

1. [3E#R) 2. [Group] 3. [5¥] T
- CiscoASA - soliton_anyconnect IP $ALVE U15ER
[username] HEEBPIHE .
- user01
[password]
- password
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9-3 Android ik T AnyConnect Z#JF Uz SSL-VPN %4t

Cisco AnyConnect VPN 51772 hZFIFAL. VPN #EiZiTW\WE T,

AnyConnect 7 U%CEI L. [1&Ht] THERBAHDER O 71 ILZ&RU. [Any
Connect VPN] Z ON [CL&E T,
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a“, AnyConne

AnyConnect
& VIRTUAL PRI

A—HHEAXT-FEAALET.
AnyConnect VPN

FIN—F: AnyConnect VPN o
ol bt — . ot
soliton_anyconnect
aA—¥4y:
cIsco user01
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“‘, AnyConnect
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1. [iE#] 2. [Group] 3. [F¥f] T
- Cisco - soliton_anyconnect IP AW UTRER
[username] HEEBPIHE .
- user01
[password]
+ password
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