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Network-wide This network is
Wireless

New in Dashbo:
Organization

Help
SSID:

SolitonLab

senpabeey (i noliloe leilou g 1 new feature | customer number: 0512-7007 | my profile | sign out

Network: [ Demo Templste - Q

acting as the configuration template for 1 network

ard: IGMP Layer 3 Firewall Rules. Read more.

Access control

Network access

80211r @

Splash page

RADIUS servers

specifying group
name

Assign group pol
device type @

Association requirements

WPA encryption mode

RADIUS attribute

Open (no encrypticn)
Any user can associate

Pre-shared key with

Users must enter a passphrase to associate
MAC-based access control (no encryption)
RADIUS server is queried at association time
® \WPA2-Enterprise with
User credentials are validated with 802.1X at association time

my RADIUS server ¥

WPAT and WPA2 ¥

Disabled ¥

® None (direct access)
Users can access the network as soon as they associate

Click-through
Users must view and acknowledge your splash page before being allowed on the network
Sign-on with
Users must enter a usemame and password before being allowed on the network

Meraki authentic ation v

Sign-on with SMS Authentication
Users enter a mobile phone number and receive an authorization code via SMS
After a trial period of 25 texts, you will need to connect with your Twilio account on the Network-wide settings page.

Billing (paid access)
Users choose from various pay-for-access options, or an optional free tier

Systems Manager Sentry enrollment &
Only devices with Systems Manager can access this network

# Host Port Secret Actions
1 19216812 1812 Test
Add a server
RADIUS testing @ RADIUS testing disabled ¥
RADIUS accounting RADIUS accounting is enabled v
RADIUS accounting # Host Port Secret Actions
servers
1 19216812 1813

Add a server
Fiter-Id Ve

policy

icies by Disabled: do not assign group policies automatic ally v

HETD
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Addressing and traffic

Client IP assignment O MAT mode: Use Meraki DHCP

Clients receive IP addresses in an isolated 10.0.0.0/8 network. Clients cannot communicate with each other, but they may communicate with devices on the

Bridge mode: Make clients part of the LAN

Meraki devices operate transparently (no NAT or DHCP). Clients receive DHCP leases from the LAN or use static IPs. Us this for shared printers, file sharing
and wireless cameras

Layer 3 roaming

Clients receive DHCP leases from the LAN or use static IPs as in bridge mode. If they roam between APs their traffic will be forwarded to an AP on the same
subnet they originally joined, so they will keep the same IP address

oaming bet

tunnel to an

Note: VPN and Layer 3 roaming with concentrator require an MX or VM concentrator. To use them, add an MX, or create a concentrator

VLAN tagging @ Don' use VLAN tagging

Brdge mods and layer 3

reaming only

RADIUS override [ Ignore VLAN attribute in RADIUS responses ¥
Content fitsing ©

NAT mode only

Bonjour forwarding @ Disable Bonjour Forwarding v

Bridge made and layer 3
roaming only

Wireless options

Band selection ® Dual band operation (2.4 GHz and 5 GHz)
) 5 GHz band only
5 GHz has more capacity and less interference than 2.4 GHz, but legacy clients are not capable of using it.
© Dual band operation with Band Steering
Band Steering detects clients capable of 5 GHz operation and steers them to that frequency, while leaving 2.4 GHz available for legacy clients
Minimum bitrate (Mbps) Lowar Densiy Higher Dansity
e
Tz sse s m 18 2 s P o
Maximum device compatibility
Save Changes | or cancel
(Please allow 1-2 minies for shanges to fake eficct |
® 2016 Cisco Systems, Inc.  privacy - terms Lastlogin: 18 days aqo from your current IP address. | wish this page would.. make a wish

Current session started: 5 minutes ago

1= &

Association requirements WPA2-Enterprise with my RADIUS server

RADIUS server 192.168.1.2:1812 , secret

RADIUS accounting server 192.168.1.2:1813 , secret

Client IP assighment Bridge mode: Make clients part of the VLAN
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S'o‘lltOI'I@ 5. EAP-TLS SBEECDISA 7> MR
5-2 iOS(iPhone 6)C® EAP-TLS E2:iF

5-2-1 D347V MEBAE D Vik— b
NetAttest EPS W'SFITUIZT S 77> MNiEBAEZ i0S T/\A X (CA 2 iIR— b T BHEL LT,
TERDHFERENBDET,
1) Mac OS Z=#IF LT Apple Configurator Z{£ > 753%
2) U547 MNERBEZ A —ILICHMIL iI0S T/\A RITED . A >iR— I DA%
3) SCEP TEUSY 3755 (NetAttest EPS-ap ZFIFAT=ET)

WINHDFFET CASERRE LIS 7> MIEREZ > /IR— hULFET. AETEEBLFT.
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Szliton 5. EAP-TLS SREETDIS A 7> N
5-3 Android(Google Nexus 7)C(® EAP-TLS 23

5-3-1 D347V FMEBAZE DA ViRk— b

NetAttest EPS W'5F4T U205 77> MNiEBAZE % Android /W1 XA > R— hFB3FEE L
T. FEE3DDHEENSHDET . WINHDAET CASIRE LIS 77> MNIEAEZ A > R— b
UFET. FlECDOWTE AETEBIZULET.

1) SD B—RICOSA 7> MNEREZRF L. 1 >7R— T BDHEX1
2) US4 7> NEBEEZE XA —)UICHT U Android /N1 RITED . -« >R— N BEX2
3) SCEP THUS Y 3753%(NetAttest EPS-ap ZFIFTEE9)X3

X1 XA=H—0S/\—=32(CKD. A2R— NEENBRRDIGEENHDET . BRICTHIESIZEUN,
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S2liton 7. EOERERIEE
7. BNERERRHER

7-1 EAP-TLS 3&E

EAP-TLS F25EN B IN U eIz & DO I R R

Hm OJFRA|
Mar 29 16:27:38 naeps radiusd[2498]: notice 2016/03/29 16:27:38 Login OK: [user01] (from
client RadiusClient01 port 0 cli C0-33-5E-DF-2A-23)
2016/3/29 16:27, 00:18:0a:6f:29:84, SolitonLab, SolitonTestPC, 802.1X EAP success, radio: 1,
vap: 2, client_mac: C0:33:5E:DF:2A:23""

NetAttest EPS

MR18

7-2 EAP-PEAP(MS-CHAP V2)23iE

EAP-PEAP FREEA AN LTz E D OT &Ko)

Hm# O 2R

Mar 29 16:48:00 naeps radiusd[2498]: notice 2016/03/29 16:48:00 Login OK: [user01] (from
client RadiusClientO1 port O cli C0-33-5E-DF-2A-23 via proxy to virtual server)

Mar 29 16:48:00 naeps radiusd[2498]: notice 2016/03/29 16:48:00 Login OK: [user01] (from
client RadiusClientO1 port O cli C0-33-5E-DF-2A-23)

NetAttest EPS

2016/3/29 16:48, 00:18:0a:6f:29:84, SolitonLab, SolitonTestPC, 802.1X EAP success, radio: 1,

MR18
vap: 2, client_mac: C0:33:5E:DF:2A:23""
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