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[Ethernet0] Internal Port
#tA LAN ([CiEH. B interface & UTHEH

S Pulse Secure

Status

*| Network > Internsl Port >
Cenfiguration '| Settings

Network »

Clustering : -
1uAP Federation 1| 70  Network Settings
.| @ |Internal Port - settings

O overview | nearnat port | Extornalport | vians | Routes | Hosts | ven Tunneling

Seitings | Virtual Ports | ARP Cache | ND Cache

*| Enter the network settings and dlick the Save Changes button at the bottom of the page.

B
.| 1Pv4 Settings

= IP Address: [192.168.1.1
= Netmask: [255 255 2550 IE E {IE
= Default Gateway [192 168 1254

Note: If you ne=d to specify static routes, you can @ so on the Stztic Routes page.

IP Address 192.168.1.1

Netmask 255.255.255.0

Default Gateway 192.168.1.254

[Ethernetl] External Port
Pulse Secure 95147 > MMC K D1EHEEZ{MT S interface

S Pulse Secure

*| Network > External port >

| Settings

Network Settlngs
- Setti

External Port

3l overview | internat port | Fxtomat rort | Vi | Routes | Hosts | ve Tunneling | proxy server |

Settings| | Virtual Ports | ARP Cache | ND Cache

*| Enter the network settings and dlick the Save Changes button at the bottom of the page.

Use port

'® Enabled ' Disabled

*| IPV4 Settings

® Enable IPv4 ' Disable IPv4

Note: Changing above setting might restart some services. This restart might drop all the connections to the Pulse Connect Secure.

* 1P Address: [10.10.10.1

= Netmask: 255 255 255.0 IE E {I-E

* Default Gateway: [10.10.10.254

Note: If you need to spacity Static routes, you can do so on the Siatc Routss page.

IP Address 10.10.10.1

Netmask 255.255.255.0

Default Gateway 10.10.10.254
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3-1-2 VAT LEFZIETE
NetAttest EPS ERIUEAIZHELUE T,

s PulseSecure

Pulse Connect Secure

Help | Guidance | Switch to New UI | Sign Out

= System

Status R

Confiniatizg '| System Status Overview

Hatworkc ,

Clustering B

IFMAR Faderation

Log/Manitoring o| & waring

eports ~'| "Pulse Connect Secure License (VPN remate access) 10 Concurrent Sessions - Perpetual” - license will expire in 90 days and 23 hours.

Behaviaral Analytics 1| | "pSA with maximum concurrent users, all features, 4 week license” - license will expire in 27 days and 23 hours
= Authenticat One or more Certificate(s) has expired or due to expire. Please click here for details

Signing In v

Endpoint Security v

A taas Centrally manage all of your Pulse Secure solutions from anywhere with Pulse One

BN Notification Alert: Pulse Network Connect (NC) and Pulse Windows Secure Application Manager (WSAM) dlients will be EOL'ed from Q2'2019. Customers are recommended to migrate to Pulse

fllpesktop Client before the EOL to get continued maintenance. For more information, please refer to TSB43810.

User Realms
User Roles
Resource Profiles

Cloud appiication viibilty

Resource Policies

y last 1 he
Pulse Sacure Client
Enterprise Onboarding | [I5” [LRREITTAR
System » tem Version
BB 2-0R3-1 (build 64015)
Import/Expert P
Push Config )|
Archiving Sl vptime
26 minutes, 11 seconds
Troubleshoating »

Last Canfig Update
Thu Feb 7 10:25:35 2019

System Date & Time Edit
2019-02-07 1 2 AM
Logging Disk:

Max Licensed Users:

Signed-In Users:

Concurrent Connections for

Authorization anly Acces:

ActiveSync Connections:

Concurrent SSL Connections (Edit | ¥ Download)

4.0

Throughput (£dit | ¥ Download)

External
Internal miltic

eupted Login og rremp ful ven

dismiss until next upgrade

Licensed to 0311MSRWKONEQ1115
Copyright © 2001-2018 Pulse Secure, LLC. All rights ressrved,
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3-1-3 Hosts EXEUEE)

AIREHRIEB(C(E. DNS B —/)\—Z%E L TLVRLZ8, NetAttest EPS @ IP 77 RL- X% Hosts (C
ZixUEI ., [Network] - [Hosts] SixEULET .

S Pulse Secure

Pulse Connect Secure

- System
Status 0
Configuration ’
Network
Clustering ’
IF-MAP Federation *
Log/Monitoring ’
Reports v
Behavioral Analytics  +

Signing In ’
Endpoint Security 0
Auth, Servers
- Administrators
Admin Realms 0
Admin Roles
| - users
User Realms

'
User Roles "
Resource Profiles v
Resource Policies ’
Pulse Secure Client  +
Enterprise Onboarding »
System 4
Import/Export

Push Config ’
Archiving 5
Troubleshooting ’

Help | Guidance | Switch to New UI | Sign Out

Network >
Hosts

0;0::9 Network Settings

Hosts

| Overview | Internal Port |

This shows the current HOST table for this port. These mappings are automatically created, but if necessary, you can add
or remove entries.

1P Name(s) Comment

Add
(]

192.168.1.2 naeps.local

12



Sa2liton 3.PSA300 DBRTE
3-2 PSA300 MEFEAE(CRET BERE

3-2-1 SSL [CRHT 3% E(S5%) (PSA300)

SSL(CEA92tF+1UFT 1 &EZITLVET . [Configuration]-[Security]S&ELE T,

P Configuration
Security

Security | Certificates | DMI Agent | NCP | Sensors | Client Types | pulse Collaboration | virtual Des

Inbound SSL Options | Outbound SSL Options | Health Check Options | Miscellaneous | Advanced

DoD Certification option
When this option is enabled, the web service will be placed in JITC Mode. NDcPP and FIPS Modes will also be turned on and all no

Turn on JITC maode

55L NDcPP Mode option
When this option is enablad, the web service will be placed in NDcPP Mode. FIPS Mode will also be turned on and all non-FIPS ciph

Turn on NDcPP mode
SSL FIPS Mode option

When this option is enabled, the weab service will be placed in FIPS Mode, the cipher strength will be set to Medium, and al
prerequisite for NDcPP Mode.

Turn on FIPS mode

Inbound Settings

Allowed S51L and TLS Version
The older S5L W2 protocol has known security issues addressed by S5L W2 and TLS. It is no longer supported.

o Accept anly TLS 1.2 and later (maximize security)
o Accept only TLS 1.1 and later

o Accept only TLS 1.0 and later

#® Accept SSL V3 and TLS (maximize compatibility)

Allowed Encryption Strength
Strong ciphers (rated by the number of bits in the cipher) improve the security of SSL encryption, but some browsers may only s
cipher with the fastest data transfer rate, regardless of its relative encryption strength. Changing the encryption strength will cau

©PFS - Perfect Forward Secrecy

o SuiteB - Accept only SuiteB ciphers (Requires an ECC certificate)
o Maximize Security (High Ciphers)

# Maximize Compatibility (Medium Ciphers)

o Custom S5L Cipher Selection

*Show Selected Ciphers
Encryption Strength option
Mormally, the allowed encryption strength is enforced after an SSL session is established, so that a user that connects using a dis
wieak cipher from establishing a connection. Changing this option will cause the web service to restart.

“ Do not allow connections from browsers that only accept weaker ciphers

Key Exchange Options
If the Allowed Encryption Strength includes any DH ciphers, the systemn uses 1024bit DHE key exchange by default. The option b

“ Use 2048bit Diffie-Hellman key exchange
S5L Legacy Renegotiation Support option
When this option is enabled, renegotiation with clients and servers, which dont support the new TLS Renegeotiation Info extension

Changing this option will cause the web service to restart.

Enable support for S5L legacy renegotiation

Common options

55L Handshake Timeout option
By default, the SSL handshake has a timeout of 60 seconds. Use the text box below to set a different value.

1= fig

Allowed SSL and TLS Version Accept Only SSL V3 and TLS V1
Allowed Encryption Strength Accept Only 128-bit and greater
SSL Legacy Renegotiation Support option Enable support for SSL legacy renegotiation

13
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Selll:on 3.PSA300 DE
3-2-2 CSR D4 A (PSA300)

PSA300 T CSR(Certificate Signing Request)Z4m L E T,
[Configuration]-[Certificates]-[Device Certificates]® [New CSR] &£D
CSR Z{ER ULZE T, [Create CSR] ZOUwUTDE. UTOEEICERLET,

8 Pulse Secure

Pulse Connect Secure

=i System

Stz “| configuration > certificates >

_ N onfiguration ertificates
Configuration b = = =
T .| New Certificate Signhing Request
Tl "l Use this page to create a new Certificate Signing Request (CSR) to send to your Certificate Authority of choice.
IF-MAP Federation 1
Log/Monitaring '| Common Name: |PSA300 ‘
Reports +|  (e.g.. secure.company.com)

»

Behavioral Analytics

Organization Name: |Example Corporation ‘

= Authentication (e.g., Company Inc.)
Signing In | Org. Unit Name: | ‘
Endpoint Security | (&0 IT Group)

Auth. Servers
- Administrators

Lokl [Shinjuku \
(e.g., SomeCity)

State (fully spelled out):

Admin Realms "I (e.g., california) |T0ky0 ‘
Admin Roles C

Country (2 letter code):

e
scrRealms "| Email Address: |
User Roles b
Resource Profiles ' Key Type: ® prsa O ecc
Resource Policies »

B | bij

Pulse Secure Client  + b 1024 bt

Enterprise Onboarding »

= Maintenance

System "| Please enter some random characters to augment the system's random key generator.
Import/Export '| We recommend that you enter approximately twenty characters.

Push Config v

Archiving *| Random Data: |""““

Troubleshooting +|  (used for key generation)

Create CSR

Licensed to 0311M5RWKON8Q111S
Copyright © 2001-2018 Pulse Secure, LLC. All rights reserved.

EHE f |
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axX JE

[Stepl. Send CSR to Certificate Authority for signing] DXF5Ig R TCZIE—UL. T+

5:_9?“4%@ bijo

Pulse Secure

Pulse Connect Secure

Resource Profilss 1| Back to Device Certificates

Resource Policles ‘| Step 1.Send CSR to Certificate Authority for signing

Pulse Secure Client  »

ways:

Maintenance

————— BEGIN CERTIFICATE REQUEST-—-—---—
MIIB2zCCAUQUAQAWXZELMAKGAIUEBhMCS1AXDIAMBONVBAGMBVRYA 31 VMREWDWYD /N
VQQHDANTaGluanVrdTECMBoGALIUECQWTREhhbXBsZSBDb3Jwb3JhdGlvhjEPMAOG
AlUEAWWGUFNBMzAwWMIGEMAOGCSQGS Ib3DQEBAQUARIGNADCBIQRBIQDQtYYYYQad
OMstOFuZKIvUz3PYxEmlbedHvTFjST6IXFDIStTWIAITMD4rdBIMEqnkGtsFPQFAD

Step 2. Import signed certificate

Signed certificate: E 3]

Status +| 13D CsR created successfully
Configuration »
T .| Your CSR was created successfully. See below for instructions on sending the CSR to a Certificate Authority.
el g "l The certificate approval process may take several days. When you receive the signed certificate from the Certificate Authority, you wil
IF-MAP Federation 3 process.
Log/Monitoring 3
Reports »
Behavioral Analytics | Configuration >
Pending Certificate Signing Request
Signing In »
Endpoint Security v CSR Details
Auth. Servers Common Name: PSA300
Administrators Created: 3/7/2019 16:6:28
Admin Realms org. Name: Example Corporation Locality: Shinjuku
Admin Roles 0Org. Unit Name: State:  Tokyo
Users Email Address: Country:JP
User Realms » Key Size: 1024 bits
User Roles b

ErieriEs Crreahg To send the CSR to a Certificate Authority (CA), you need to copy the encoded text below, including the BEGIN and END lines,

System L * Save the text as a .cert file and attach it to an email message to the CA

Import/Export L * Paste the text into an email message to the CA

Push Config ' * Paste the text into a Web form provided by the CA

Archiving »

Troubleshooting . Note: Manage the CSR process carefully. If you submit more than one CSR to a CA, you may be billed for each CSR.

When you receive the signed certificate file from the CA, select it below and click Import. This will add the signed certificate a

Licensed to 0311M5RWKON8Q111S

Copyright @ 2001-2018 Pulse Secure, LLC. All rights reserved.
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3-2-3 H—)\—FERAZEZE R EK (NetAttest EPS)

PSA300 T4Rk L 7= CSR Z#E(C NetAttest EPS T PSA300 Y —/\—iFEAZEZRITUE T,
NetAttest EPS MEREMIFFIAE Y —EXR—>(https://192.168.1.2/certsrva/)([C 7ot R
U. SEBREERZITVE YT, FeDFIET CSR &1 2 R—~UET,

04 7, 1: admin

7

= SRS 2 — TestCA SFHAEER—JO 771 JLDRIR
m CAlHE
m A O—F
|

= SRR

FkOFEk

WEBY — —SIRE
HHi
Bl
RIS S
&
S8 S
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E-mail 7 FlL» X
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3-2-4 H—\—ZIBHEZENDHIT (NetAttest EPS)

H— ) \—SEAREROER - BITEITNET .
CA B~ —(http://192.168.2.1:2181/caadmin/) (L7 2R L. [1REB] HRAEDH —) (—5E8R
BERTLET.

027 0h: admin
2 =
tbwIdN =Y B ERE Y OFAT

= naeps.example com (=P

= CATER

= - CELES G | =5

- i+

= CRUEHR

= SEERAnY R | SRR HET 077 (LEFAZEE R

CAadm:admin Serial-1

{RE2  2019/03/07 42
1FEZ  2019/03/07 16:07-42 Cruser01

CN=PSA300,0=Example CorporationL=8...

ge7 OF ALk
Y365 g

Copyright © 2004-2018, Soliton Systems K K., All rights reserved
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3-2-5 H—N—FEBAZEDAHDVO—F (NetAttest EPS)

H— B ESTSO— RT B CHEE, BEENFIREY—EIR—SCFIEIL
7. [SRBOER) BRIRT S CRED [F4T7] ([CR>TOETOT, H—/\—iHBES D>
O—RUET.

& ZIEAEY —E R - TestGA SEOA &S
= CALEHR
L

nER—Hn

IREE SR HEE a7z EL d = 22y
BT 2019/03/07 16:07:42 WEBY —/ S —§I8HE ‘unknown) CN=PSA300,0=Example CorporationL=Shin... {2k -1 Foon—F iRk

3-2-6 CAEEHZEMNHES (NetAttest EPS)

BREMGITIIAZEY—EIR—HS, NetAttest EPS 0 CA SFEAZE&RAS D> 0O—RUZET, CA
SEFAZE(L. PEM X EEIRLUET .

047~ % admin
@ 1) by dR— v HCS
= EEBEY —E R — nacps.example.com H90—F
= CAG$R

= CA:GIEH&E ™0 —F PEM DER

= SEEERER CAGIRRE -/ 2— )L

OCSPEGIAES D /0—F PEM DER

CRLA™A—F PEM DER RHEEHEE: 2019/02/12 23:55:01
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3-2-7 Y—N—EEBAZED1ViR—F (PSA300)

NetAttest EPS THRITUzH —/\—EBAZEZ 1 > /R— b UZFE T . CSR Z1ERk LTz _R—=D[Step 2.
Import signed certificate] . B—/\—ZEBAZE (nausercert-pem.cer)Zz- > R— b~ ULZET,

Pulse Secure

Pulse Connect Secure

System

Status v @ CSR created successfully

Configuration 3 N . . e ;

e .| Your CSR was created successfully. See below for instructions on sending the CSR to a Certificate Authority.

Gl "| The certificate approval process may take several days. When you receive the signed certificate from the Certificate Authority, you wil
IF-MAP Federation » process.

Log/Monitoring C

Reports »

Behavioral Analytics »| Configuration >

Pending Certificate Signing Request

Endpoint Security ’ CSR Details
Auth. Servers Common Name: PSA300
Created: 3/7/2019 16:6:28
Admin Realms 0Org. Name: Example Corporation Locality: Shinjuku
Admin Roles Org. Unit Name: State: Tokyo
Users Email Address: Country:JP
User Realms b Key Size: 1024 bits
User Roles »
Resource Profiles | Back to Device Certificates

ResourcelPoliges ! Step 1. Send CSR to Certificate Authority for signing

To send the CSR to a Certificate Authority (CA), you need to copy the encoded text below, including the BEGIN and END lines,

Pulse Secure Client  +
Enterprise Onboarding »

- ways:

Maintenance

System L + Save the text as a .cert file and attach it to an email message to the CA

Import/Export L * Paste the text into an email message to the CA

Push Config v + Paste the text into a Web form provided by the CA

Archiving b

Troubleshooting » Note: Manage the CSR process carefully. If you submit more than one CSR to a CA, you may be billed for each CSR.

————— BEGIN CERTIFICATE REQUEST-——---—
MIIB2zCCAUQCAQAWXzELMAkKGALIUEBNMCS1AXD]AMBgNVBAGMBVRVa31vMREWDWYD ~
VQQHDAhTaGluanVrdTEcMBoGA1UECGWTRXhhbXBsZSBDb3Jwh3ThdGlvhjEPMAOG
AlUEAWWGUFNBMzAWMIGEMAOGCSGS Ib3DQEBAQUARLGNADCBIQKBGQDOtYYYYQa9  w\s
0MstOFuZKIvUz3PYxZmlbedHvTFjSt6IXFDIStTW1AIMDArdBIMEqnkGtsSFPQFAO

Step 2. Import signed certificate
When you receive the signed certificate file from the CA, select it below and click Import. This will add the signed certificate a

Signed certificate: E-di]

Licensed to 0311M5RWKON8Q111S
Copyright © 2001-2018 Pulse Secure, LLC. All rights reserved.

Secure

Help | Guidance | Switch to New UT | Sign Oul

Status
Configuration > Certificates >

Confi i Py ge
il Device Certificate

MNetwork
Clustering

IF-MAP Federation
Log/Monitoring
Reports ’

Behavioral Analytics +|  Specify the Device Certificate(s). If you don't have a certificate yet, you can create a CSR and import the resulting signed certificate. If necessary, you can add custom Intermediate CA
Authentication
RO +| [ import certificate & Key... ‘ Delete... |
Endpoint Security  »

Auth. Servers Certificate issued to Issued by Valid Dates

Certificates

Trusted Client GAs | Trusted Server CAs | Code-signing Certificat client Auth Certificates | Certificates Validity Check

- Administrators [ EPsa300 TestCA Mar 7 07:03:12 2019 GMT to Mar 6 07

Admin Realms '
Admin Roles ’

22020 G
:16 2020 GM

Bl TestCA TestCA Feb 7 01:50:16 2019 GMT to Feb 7 01:

= Users
user Realms
User Rales
Resource Profiles

Resource Policies .
New CSR... Delete...
Pulse Secure Client

Enterprise Onboarding »

Certificate Signing Requests Created

System

Import/Export

Push Config '
Archiving
Troubleshooting

Licensed to 031 111
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3.PSA300 DHTE

3-2-8 CASEEAZE M1 Vik—F (PSA300)
NetAttest EPS h'54 > 0O0— R U7z CA SEBAZ% PSA300 (C-1>7

—hk~UFET,

[Configuration]-[Certificates]-[Trusted Client CAs]® [Import CA Certificatel Hh'5. CA iEBH

£ (nacacert-pem.cer)z-1 > /R— cUET,
LT, 1> R— &Nz CASERAEZR O U WO L. CRL DEEZEITVETD,

8 Pulse Secure

Pulse Connect Secure

< System
e *| Configuration > Certificates > Trusted Client CAs >
SRy ' Import Trusted Client CA
Network
Clustering »

IF-MAP Federation  »

Log/Monitoring ,
Reports ,

Behavioral Analytics  + bl
Authentication

Signing In :

IImport from: | J7-(ILZ=RBR BRENTVEEA I

Endpoint Security  »
Auth. Servers

Administrators
AT e Import Trusted Client CA?
Admin Roles

Users

User Realms *

User Roles . ialmpoliCaiiiciog)
Resource Profiles >

Resource Policies *

Pulse Secure Client 3

Enterprise Onboarding *

Maintenance
System r
Import/Export r
Push Config v
Archiving r
Troubleshasting 5

Licensed to 0311MSRWKONSQL11S
Copyright © 2001-2018 Pulss Secure, LLC. All rights reserved.

\Q_ Pulse Secure

Pulse Connect Secure Guidance

*| Configuration > Certificates >
Cpoiis ‘| Trusted Client CAs
Network >
Clustering B
IF-MAP Federation  » . a
Configuration
Log/Menitoring 8 contigd
Reports .
Bahavioral Analytics et
Device Certificates. rusted Server CAs. Code-signing Certificates ient Auth Certificates Certificates Validity Check
Port Selection for OCSP and CRL Traffic
*| @ Internal Port External Port Management Port
> tings are fic. Please configu vidually fo
User Rezims »
User Rzie o| [ Save
Resource Profiles »
Resource Policies
pulse Secure Clien:  »| Users can be required to present valid client-side certificates to sign in(see the realm-specific Certificate Authentication Policy page). Specify trusted certificate authorities.
Enterprise Onboarding »

Switch to New UI | Sign Out

Auto-import options... || Proxy Settings... || Import CA Certficate... || Delete.

System 5

Import/expart . Trusted Client CA Trusted for client authenticatio Valid dates Status checkin

B L [El Testca ves 2018/11/15 - 2028/11/12 Use CRLS I
rehiing .

Troubleshooting v

Licensed to 0311MSRWKONEQLI1S
Copyright © 2001-2018 Pulse Sacure, LLC. All rights raserved
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[Client certificate status checking] MW DH\DIER(CF T W IZ AL
R(C. [CRL Checking Options] #2oUw 2o UZ%EY,

8 Pulse Secure

Pulse Connect Secure Help | Guidance | Switch to New UI | Sign Out

Configuration > Trusted Client CAs >

‘Cenfiguration 3 -
2 Trusted Client CA
Network »
Clustering »
IF-MAP Federation » e
Log/Menitoring »
Reports »
Behavioral Analytics  » Issued To: » TestCA
i~ Authentication

A Issued By: b TestCA
Signing In »
T valid Dates: Nov 15 00:40:42 2018 GMT - Nov 12 00:45:42 2028 GMT
Auth, Servers Details: » Other Certificate Details

Renew Certificate

User Rezlms »
User Reles *| Client certificate status checking
Resource Profiles »

Enterprise Onboarding » Wens i

Use OCSP (Online Certification Status Protocol)
System , ® Use CRLs (Certificate Revocation Lists)
Import/Export r Use OCSP with CRL fallback
Push Canfig 3 Inherit from root CA
Archiving .
Troublzshasting .

| Verify Trusted Client CA

In addition to verifying the validity of client certificates, you can also verify that this trusted client CA is valid. Enabling this will check the revocation status of this certificate, based on the issuer's certificate status checking configuration, and
repeat up the chain until reaching the root trusted client CA.

@ Trusted for Client Authentication

Uncheck here to exclude the CA from being trusted for diient certificate authentication, if this CA was added for other trusting purpase such as SAML signature verification or machine certificate validation.

# Participate in Client Certificate Negotiation

Indicating whether this CA will be sent to the browser for client certificate selection. To stop 2 client certificate being prompted by the browser, this flag of =il the upper level CAs in the CA chain of the certificate should be deselected.

Skip Revocation check when OCSP/CDP server is not available

Accept client certificate if CDP Server or OCSP Respander is not reachable/resolvable.

Advanced Certificate Processing Settings

Note: Enabling the certificate policy settings below will cause path validation to comply strictly with RFC 5280. This may cause some previously accepted certificate paths
to be rejected.

Initial Inhibit Policy Mapping
Policy mapping for certificate path is inhibited

Initial Require Explicit Policy

Path must be valid for at least ane of the certificate policies in the Initial Policy Set below

Initial Policy Set: A set of certificata policy identifiers naming
the policies that are scceptable to the
certificate user

One palicy per line. e.g.

136181
.16.840,1.101.2.2.1

Empty valus indicates any policy

Save Changes

CRL Settings
Certificate revacation lists (CRL) are used to verify the ongaing validity of user certificates, and are abtained from CRL distribu

I\ CRL Checking Options l Update Now | | Enable | | Disable |

CRL distribution points. Status Last Updated Next Update

No CRL checking

ion peints (COP). To enable CAL checking, click CRL Checking Optians, and specify the options.

Licensad to 0311 MSRWKONEQ111S
Copyright & 2001-2018 Pulse Secure, LLC. All rights reserved.
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[ CRL Distribution Points(CDP)] T [Manually configured CDP] %Z3:#4R_U. [CDP URL] (C CRL
DIRFIZFT URL ZEE&E LUE T,

S PulseSecure

Pulse Connect Secure

Status
Cenfiguration
Netwaork

Clustering
IF-MAF Federation

Log/Monitoring
Reports
Behaviaral Analytics

Signing In v
Endpaint Security 5
Auth, Servers

i Administrators
Admin Realms

Admin Roles Idap:/{ldap.domain.com:6000/CN=ldap,CN=CDP,CN=Public Key Services,CN=Cervices,CN=Configuration, DE=domain, DC=com?certificateRevacationList?base?obje|
Admin DN: (LDAP only)

User Realms v -

—_—— = Password: {LDAP only)

Rasniirca Brofilas v

Configuration > Trusted Client CAs > TestCA >

CRL Checking Options

Specify the CRL distribution point(s) from which to download the CRL, as well as how often to download.

Use: | Manually configured COP v
Specify a HTTP ar LDAP-based CDP, and an optional backup CDP if the primary CDP is not accessible. If the COP requires authentication, enter the appropriate credentials as well.
Primary CDP

CDP URL: |hitp://192.168.1 2/certs/certs crl

HTTP example:
ht server.domain.com:83%/domaincaserver.crl
LDAP example:
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3-3 PSA300 0 VPN 45 (CRE T 3% F

3-3-1 RADIUS/Certificate Server D% E
[Auth. Servers] @ [New RADIUS Server] (CT RADIUS H—/)\—%ENMULZET .

8 Pulse Secure

Pulse Connect Secure

FEliE H Auth Servers =

R T ' New RADIUS Server

Networlk B

Clustering v

IF-MAP Federation k! * Name: EPSTEST Label to reference this server.

Log/Manitoring *

Reports v MAS-Identifier: Pulse Secure Appliance Name of the device as knovin to RADIUS server

Behavioral Analytics  +

Primary Server

Signing In 8
Endpoint Security  *|| « pApIUS Server: 192.168.1.2 Name or IP addrass
Auth, Servers
* Authentication Port: 1812
* Shared Secret:
* Accounting Port: 1813 Port used for RADIUS accounting, if applicable
User Rezlms i NAS IPv4/IPvE Address: 1Pv4/IPvE addrass
User Roles 5
Fesource Profilas 3 IEE
Resource Policies v| ¥ Timeout: 30 seco
Pulse Secure Client 3 * Retries: o
Enterprise Onboarding
System » Users authenticate using tokens or o
Impert/Expart v : If you select this, the device will send &
Puch Config = cradential will not be used in automati
Archiving v
Troublashaoting v

RIZ TAuth. Servers] @ [New Server] & [Certificate Server] ZEBIMULZET .

8 Pulse Secure

Pulse Connect Secure

System

Status *| Auth Servers >

Configuration '| New Certificate Server
MNeatwork 4

Clustering L

IF-MAP Federation »

Log/Menitering ¥ " Name: naeps.local Label to reference this sarver.
Reports

Behavioral Analytics *

User Mame Template: <certDN CN= Template for co

Variables should &

The template can contain textual characters as well as variables for substitution.
expressions and policy conditions. All of the certificate variables are available.

igning In 3

Endpoint Security 3 Examples:
<certDN.CN> First CN from the subject DN

Auth, Servers

<certAttr.serialNumber> Certificate serial number

Administrators

<certAttr.altName. o> Whers oo can ba:
Admin Realms

Email The Email alternate name

Admin Rales
Users

UPN The Principal Name zltz =

etc
User Realms »
User Roles » <certDNText> The co'r'ﬁ ete subject DN
cert-<certDN.CH> The text "cert-" followed by
Resource Profiles 3
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3-3-2 VPN Roles DE&E
[User Roles]-[New User Role]& D 1 —H—(CEIDHTBO—-)LDFEZITLNET,
CZTld, $F0l9D VPN i 5 EEZIEE LUEF I . Pulse Secure client (CFT v IZANE T,

S Pulse Secure

Pulse Connect Secure

B *| User Roles >

Canfiguration ‘| New Role

Netwark ,

Clustering ,

IF-MAP Federation  »

Log/Manitaring ,

Reports ' Name: VPNRoles

Behavioral Analytics .
pesciee
Signing In ,

Endpoint Security 3
Auth. Servers

Admin Realms
Admin Roles

Options

Sassion and appsarance options are specified in Default Options. Check the following if this role should ovrride these defaults.

User Realms B
User Roles 3
Resource Profiles F: VLAN/Source IP
Resource Palicias v

= # Session Options
Pulse Secure Client  »

Enterprise Onboarding » #| UI Options
¥ Pulse Secure client Dynamically deliver Pulse Secure client to Windawis and MAC OSX users
—En > Enable Cloud Application Vi
Impert/Export 3
Bush Config ,
Archiving ,
Troubleshaoting | e

Chack the featuras to enable for this user role, and spacify any role-based options. Note that featurss disabled here may bs granted by other roles assigned to the user.

Web

Files, Windows

Files, UNIX/NFS

Telnet/SSH

Secure Application Manager
Windows version Note: On Windaws Mobile, Pulse Securs client is dalivered via WSAM
Java version

Terminal Services

Virtual Desktops

HTMLS5 Access

Meetings

#/ VPN Tunneling (includes IKEv2)

Enterprise Device Onboarding

Check the Enterprise Device Onboard profiles o enable for this user role, and specify any role-based options. Note that features disabled here may be granted by other roles assigned to the user.

Secure Mail

Enterprise Onboarding  (vPN. Wifi and Cartificats Profiles)

Save Changes

Save Changes

I5E B

Licensed to 0311M5RWKONEQ1115
Copyright & 2001-2018 Pulss Secure, LLC. Al rights reserved.
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RIC, BELEYTD TWebl £D New Bookmark] Z&IRU. UTZH/ELET.
XANEIMEETI ., NEEXITDTET. OT1 %, BEiRUIE BookMark hh&RRENZE 9,

S Pulse Secure

Switch to New UI

Pulse Connect Secure Help | Guidance

= System
Status

= = Roles > VPNRoles >
onfiguration 3
New Web Bookmark
Network »
Clustering »
IF-MAP Federation b
Log/Monitoring v * Type: Standard v
Reports 3 Name: Home Page
Behavioral Analytics  » i
= Description:
‘= Authentic
Signing In 3
Endpoint Security » y
Auth. Servers
= Administrators
Admin Realms
Admin Roles Bookmark To
= Users
User Realms »| *URL: - Example: http://www.domain.com/
| http://192.168.1.150/solitonhp.html We recommend that you use the fully qualified domain name when entering the
Ear (s ' bookmark URL.
Resource Profiles »
Resource Policies »

Pulse Secure Client  »

Enterprise Onboarding » Display Options

Maintenance

e : Open the bookmark in a new window

Import/Export ’ Read-only browser address bar

EUSHICONh] d Do not display the Web browser's menu and toolbar
Archiving 3

Troubleshooting 3

Save Changes

Save Changes H Save + New

* indicates required field
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3-3-3 VPN Access Policy DE%5E

[Resource Policies]-[Web]® [New Policy! T/t ARUS—D&EZITLVETD . [Roles] T
YER% U 7= Role(VPNRoles) Z#IR L. IR LizO—JL ERY S — D3 1 217U E 9, [Resources |
TEZUEHEICHT LT, VPNRoles EAENET,

o

S Pulse Secure

Pulse Connect Secure

Help | Guidance | Switch to New UI | Sign Out
- System
Status

Configuration
Network
Clustering
IF-MAP Federation
Log/Monitoring
Reports =
Behavioral Analytics +| Description:
Signing In .
Endpoint Security
Auth. Servers

Resource Policies > VPN Tunneling Access Control >
New Policy

* Name: VPN Access Policy Required: Label to reference this policy

Resources

- Administrators

Admin Realms
Admin Roles
= Users Specify the resources for which this policy applies, one per line.

User Realms B 1pva
User Roles »
Resource Profiles. »

http://*:80/%
Resources: 192.168.0.0./16: %/%

Resource Policies

Pulse Secure Client  +
Enterprise Onboarding +[ IPV6
Resouroes:
System ’
Import/Export 3
Push Config ’
Archiving | FQDN
Troubleshooting .| Resources:
Note: FQDN resources will be resolved to IPv4 addresses only.
Roles
Policy applies to ALL roles
» Policy applies to SELECTED roles
Policy applies to all roles OTHER THAN those selected below

Available roles: Selected roles:

|Onboard - VPNRoles

|SAMLtest Add ->

|Users

|credential Remove

|demo -

Actions

o Allow access
Deny access
Use Detailed Rules(available after you click 'Save Changes')

— =[] ‘ I

Save Changes | Save as

* indicates required field

Licensed to 0312MOCR60E4P19XS

Copyright © 2001-2018 Pulse Secure, LLC. All rights reserved.
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3-3-4 Authentication Realms D% E

[User Realms]-[New User Realms]LJLADEEZITLNET,
[ Authentication | (C Certificate Server(naeps.local)Z$5%E. [ Additional authentication server ]
(C(& RADIUS(EPSTEST)ZiEELE T,
RERTEZ T D ET, FEAEFRSE+ 1—H —1ID/Password TOERIENAIEEICIRADE T,

8 Pulse Secure

Pulse Connect Secure

Status
User Reslms >

Confi i = =
— New Authentication Realm

Network
Clustering

IF-MAP Federation
Log/Manitoring
Reports

= Name: VPMNRealms

Description:

Behavioral Analytics

Signing In 3
Endpoint Security i When editing, start on the Role Mapping pag:

Auth. Servers

Admin Realms

Servers
Admin Roles

User Rezlms * |} Specify the servers to use for authentication and authorization. To create or manage servers, see the Servers page.
User Roles 0
Resource Profiles v Authentication: naeps.local v
Resource Palicies G User Directory/Attribute: MNone v
Pulse Secure Client 3 Accou ntl'ng . Naone v
Enterprise Onboarding » = .

TeprEs A Device Attributes: None ¥
System 3
Import/Export b

E B Additional Authentication Server
Push Config 3
Archiving 3 . = =
. ¢! Enable additional authentication server

Troubleshooting 3

You can specify an additional authentication serve: single sign-on (S50} purposes. The additional credentials can be specified by the user on the sign
below, in which case the user will not be prompted for the credential.

Enable adaptive authentication
Mote: Adaptive authentication is supported by leveraging the behavioral analytics. Enable behavioral analytics on "Syslem->Behavioral Analytics->Con
authentication server selected as authentication server above.

Authentication #2: EPSTEST v
Username is: # specified by user on sign-in page
predefined as: |<USER>
Password is: # specified by user on sign-in page
predefined as: <PASSWORD=> Mask static password

« End session if authentication against this server fails

HE \ I \
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RIC, BELEAT D Role Mapping] KD1—H—&0O—)LOMBFFEERITVETD,
[---then assign roles] Tl VPNRoles ZiEELE T,

S PulseSecure

Pulse Connect Secure

Status
Configuration
Netwark

User Rezlms > WPMRezlms > Role Mapping >

v
v =
.| Role Mapping Rule

*

. Rule based on: | Username v Update
v

v

L3

Clustering

IF-MAP Federation
Log/Monitering
Reports

Behavioral Analytics
Authentication Rule:If username...

* Name: |TESTRoleMAP

Signing In 3

Endpoint Security v

Auth. Servers i5
=i Administrators

v 3 If more thin ane username should match, enter one username per line. You can use * wildcards.

Admin Realms P

Users

User Realms

e then assign these roles

v
»
Resource Profiles 3
- Available Roles: Selected Roles:
v
»

Users « Add > VPMRoles -

Remove

Resource Policies
Pulse Secure Client
Entarprise Onboarding

System 3
Import/Export 3
Push Config v
v
*

Archivi i i
NG Stop processing rules when this rule matches

(1:]

Troubleshooting

To manage roles, se= the Roles configuration page.
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3-3-5 Sign-In Policy D& E
[Sign In]-[Sign-in Policies]® [New URL] M58+ >+ 2RUS —DREZITVET ., 2T
DERTEM VPN 54 77> N(Pulse Secure 541772 B) Tt I DFRDIESHTST URL (C/IRADFE T,
[Authentication realm] T(&. VPNRealms ZEFELFE T,

S Pulse Secure

Pulse Connect Secure

System
Status _— s
> Sign- =
e
Netwark - g Y
Clusterin » = . —
o User type: * Users Administrators Meeting Authorization Only Access
IF-MAP Federation  *
Log/Monitoring 5 Sign-in URL: “fvpntest/ Format: <host>/<path=/; Use * as willd
ZEpoits 4 Description:
Behavioral Analytics  »
Authentication i
Signing In > . ign-| v
gning : Sign-in page: Default Sign-In Page
Endpoint Security » To create or manage pages, se= Sign-In pages.
Auth. Servers Meeting URL: *imesting/ ¥

Administrators
Admin Realms

Admin Roles
Authentication realm

User Realms v
User Roles L4 Specify how to select an authentication realm when signing in.
Resource Profiles »

Resource Policies 3 User types the realm name

Pulse Secure Client  + The user must type the name of one of the available authentication realms.
Enterprise Onboarding »

Maintenance

e s + User picks from a list of authentication realms

5 = 1 The user must choose one of the following selected authentication realms when they sign in. If only one realm is selected, it is au o
mport/Expo Authentication page or the Administrator Authentication page.

Push Config v

Archiving - -

Troubleshosting . Available realms: Selected realms:

Users « Add > VPNRealms - Move Up
Remove Move Down

Configure SignIn Netifications

Pre-Auth Sign-in Notification

Post-Auth Sign-in Notification
Advanced Settings

Enable redesigned pages for this Sign-in Policy

Mote: Redesigned pages are used only for Cloud Secure access.

Save Changes

Licensed to 0311 MSRWKONSQ111S
Copyright @ 2001-2018 Pulse Secur
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3-3-6 IP 7—-ILDE&E

[Resource Policies]-[ VPN Tunneling Connection Profiles]T. VPN 25177~

7 RLX(IP T—IL)EDRY NI —TREZITNE T,

NMIFALET TP

8 PulseSecure

Pulse Connect Secure Help | Guidance | Swif
= System

Sl *|  Resource Policies > VBN Tunneling Connection Profiles >

Cnfiliation ‘| New Profile

Network >

Clustering »

IF-MAP Federation  +

Log/Montori >

a/Monaring. * Name: VPN-TEST Required: Label to reference this profile.

Reports 3

Behavioral Analytics »| Description:
= Authentication

Signing In >

Endpoint Security  »

Auth. Servers [ Save Changes | | Save as Copy |

IPv4 address assignment

User Realms. »

User Roles » Specify how 1Pv4 addresses are assigned to clients.
Resource Profiles »

Resource Policies » DHCP servers

Pulse Secure Client  »

| Spacify the name or 1Pv4 address for up to 2 DHCP servers
Enterprise Onboarding » |

4

System »
TmhporiErgoR ¥ DHCP options

Specify any DHCP options that should be sent to the DHCP Server. Enter the option number,
Push Config 3 option value, and option value type. Option values can be token replaced values.
Archiving , Note: Please refer to Admin Guide for more details.
Troubleshooting >

Delete |

Option Number Option Value Option Type

String

1Pv4 address pool
Specify the assignable 1Pv4 address ranges for this profile, one per line.

Note: blease refer to Admin Guide for details.
1192.168.1.200-192.168.1.210

1PV6 address assignment

Enable IPv6 address assignment to clients

1Pv6 address pool

Specify the assignable 1Pv6 address ranges for this profile, one per line.
Nate: Please refer to Admin Guide for details.

Examples
2001:D88:

Connection Settings.

Transport:  ESP (maximize performance)

UDP port:

ESP to SSL fallback timeout:

Key lifetime (time based):

Key lifetime (bytes transferred):

Replay Protection:

ESP Transport Only (No SSL fallback, this setting is for the Pulse client only):
Encryption:

SSL (maximize compatibility)

¥ | \odda

This Option is not supported for Cluster Specific Configuration in Config-Only Active-Active WAN Cluster.

This Option is not supported for Cluster Specific Configuration in Config-Only Active-Active WAN Cluster.

DB8::5:ff0

4500
For IPV6 please go to: IPv6 UDP settings

(This is IPv4 specific settings)

15 seconds (1

20 minutes (20-86400 minutes)
0 bytes (0 implies no limits)
v

AES128/MD5 (MDS is insecure. Option is not recommended)
AES128/SHA1

AES256/MD5 (MDS is insecure. Option is not recommended)
AES256/SHA1

AES256/SHA256 (maximize security)

IRH
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DNS Settings

To averride the standard DNS settings, spacify custom settings for this profile here,

DNS Settings: IVE DNS Settings

Manual DNS Settings

Primary DNS: 192.168.1.102 1Pv4/IPv6 address
Secondary DNS:[ | s e

DNS Domain(s): | | example: "company.com, company.net”

) DHCP DNS Settings (only applicable if DHCP Server is chosen)

Auto-allow || Auto-allow IP's in DNS/WINS settings (only for split-tunnel enabled mode)
Split Tunnel DNS (o) Search client DNS first, then the device
Sz Eriar Search the device's DNS servers first, then client

Search devica DNS only

Notes:

These settings apply only to systems with Split Tunneling enabled and do not apply to third-party clients.

For Windows 8 clients, selecting aither the first or second radio button sends DNS requeasts to both the server and client's DNS at the same time.
Windows 10 will always send the DNS request to the server's DNS first then the client's DNS, so selecting either the first or second radio button alw 3
DNS requests to the server's DNS first.
0Sx does not support sending DNS requests to only the Pulse Secure gateway's DNS. So, for OSX clients, clicking the third radio button will have t €
the second button.
For Windows Phone and Windows machines running the In-Box VPN client, checking the third radio button sends all DNS requests to only the Pulse S
DNS. Having either other button checked causes only DNS requests matching the DNS domains (listed above) to go to the gateway's DNS, and all ¢ t
o the client's DNS.

Proxy Server Settings

Specify a proxy server for use in this connection profile, if appropriate.

& No proxy server
| Automatic (URL for PAC file on another server)

Server address: |

Update Frequency
Refresh Now

| Manual configuration

server: | | Port: [0

Preserve client-side proxy settings
Disable client-side proxy settings

) Policy applies to ALL roles
% Policy applies to SELECTED roles
1 Policy applies to all roles OTHER THAN those selected below

Available roles: Selected roles:
Users ~ VPNRoles ~

Save Changes

Save Changes | [ Save as Copy

* indicates reguired field

Licensed to 0311 MSRWKONEQL11S
Copyright © 2001-2018 Pulse Secure, LLC. All rights reserved.

1= 8
DNS Settings Manual DNS Settigns

192.168.1.102

Selected Roles VPNRoles
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® ,
sellton 4.,Windows kit Pulse Secure 751 77> hDESTE

4. Windows it Pulse Secure D347 FDERTE
4-1 PCADFEAZEDI VA=)

NetAttest EPS W'SFITUIET A ILEEBAZE% PC (L1 > 7R— NI BAEE U T, TR ERE
AN ASF-

1) NetAttest EPS-ap Z{#\L\. SCEP TEMS 3 /5%

2) PCI(TEEBRE T 71 JL(PKCS#12 o) & CAGEFRE ZRE L. SEAE > /R— DY —
RzfE> TA2IR— T DHE

FRWINHIDEET CASIRRE &1 —Y —5tAZ &1 > /R— hUFET,
AFIETIFFEAEDA > R— RFECDVWTEFEIZB L LUEFT,
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@ 4
S’o‘lltOﬂ 4.Windows ki Pulse Secure 2751 77> MDESTE
4-2Pulse Secure D217 FOEIGEIERR

Pulse Secure 547> A DI>0O—RU., EHEETUVLET,

lhttps://10.10.10.1/vpntest] (C7OTAL. I—T—itAZDEREI - —-ID//IXT— R
DANZITNET

\i\lindows 12%1:)?4 X S Pulse Secure
EERRE MER
#1+ 10.10.10.1 (LS BEHEERNLETS: Welcome to
user01 Pulse Connect Secure
F4TH: TestCA
A% HBRE: 2019/02/06 H'5 2020/02/06 Secondary username ‘user01 ‘
SEAEOTO T 1ERTLET Secondary password [ooooc.oo 1-]
Zoft
oK Froell

RRSNDBDR—>D [Fs] RY> =2 DOUv DI L, IS5AT7> M IT KNI T7OF D> 0—RETD
EBEEMI(C Pulse Secure (CiEficanNE 9,

=
& Pulse Secure wagedinas: Y » e i
ad userdl gy FUDFLIR AT OFPHE
Welcome to the Pulse Connect Secure, user01.
ST PTG —Sn e Sa
. Pulse
Copyright @ 2001-2018 Pulse Secure, LLC. All ights reserved
Yk T IVEO- - ER X

S Pulse Secure
;Ji\cgnﬂ = =EVZ R PR 0-F. A AL, EiTLET

271 IL(F) AJLFH)

wRe: Pulse Secure

YIkII74a: Pulse Secure
#=i—g: 10.10.10.1

HEF l (30 I

© 2010-2018 by Pulse Secure, LLC
All rights reserved I’:‘]bé(C)
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° g
S’t‘lltOﬂ 4.,Windows kit Pulse Secure 751 77> hDESTE

2 EIBLIBE(E. Pulse Secure Client Zf£&8i L. 1—H—2//)\AT—RZADLUTHEHRL TS ES
(AW

St _x‘

74 IL(F) ANFH)

Qpusesecre

5T SA (10.10.10.1/vpntest)

1-#a&(l)
’ user01 ‘

HAD—k(P):

| EERRES)

274 JL(F) ANLTFH)
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® y
Selll:on 5.i0S A% Pulse Secure 75+ 77> hDBE

[] — \ =

5. i0S kit Pulse Secure D514 7 FOERTE
5-1 i0S ADT IJHRJVEEBRZE DA Vih— k

i0S 12 LI TlE. OS DR KT (ICA>R— MUTEOSA7> NEEBBZ (L. VPN 5 CRIR TS
<khzxEUK.
EPS-ap Z{EHA L CIIAZEEERM I DHEAa(C(E. BEFIC VPN JOJ71)LEEMI B ET. VPN
B REE (TR E & EATIEE (/D E T,
ARERITIE, EPS-ap ZEH U CIEBAZEDE M Z{TD TLETD,

_’\i'.")iOS 12 LB H{EA 9 DimE(E. Pulse Secure Client v7.0.0 LABEEZFIALIZE0)\,

_z\i-.-)iOS 10.3 BUB#(E. OS DAARICK DT SANR— MNRELE®D CAGEAEZ 1 2 R— KT BIFA. 1R
— hUTCEIRB Z FE CERSEIREN DD FT .

VPN =&
VPN
EBEA |Pulse Securs |
VPNH—/(— 101010.1 Avpntest |
BEOY1T [Pulse Secure v
Rz | |
i | |
A7 RVPN
FZUTD A FTEEBKRA - ERD S D DR 24F
| BRET v S
JOF
17 Gl v
JEH Fri

EPS-ap JOJ 7 AIILVEBR—>0[TOT 7 )L]-[VPN]-[## 51 ]
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® ,
Sa2liton 5.i10S I Pulse Secure 751 77> hODIE
5-2 Pulse Secure \DIEHn

App Store 51 > X h—J)LUJz Pulse Secure 5477 > g8 LE T,
EPS-ap Z{EA U CEEAE & VPN ZOJ 7 1 )LzEfm UIzisa. 7 TUAICERERITOREFSD
Ft A, Pulse Secure 517> hEiE# L. VPN #EHGZITLET,

Pulse Secure

Y

Pulse Secure
10.10.10.1/vpntest

10.10.10.1 Froei

Secure

Pulse Connect Secure

user01

E
Secondary username User01
Secondary password password

Pulse Secure

i

@ Fulse Secure

https://10.10.10.1
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® ,
S’t‘lltOn 6. Android R Pulse Secure =1 77> hDESTE

6. Android k@ Pulse Secure 3147 F&SE
6-1 Android ANDT JRJLEEBRE DA Vih—

NetAttest EPS h'S5F1TUTIET>4)LAEBAZ% Android T/ \1 X (C+1 > ih— I B 5EE LT,
TEDOHEERENSHDFET,

1) NetAttest EPS-ap Z{#L\, SCEP TEUS 3 DA

2) FTZHIEEBAEZRE A —)LICHAT U T Android /(A X (TED. 1> R— NI BHE

3) HTTP 7Ot XAJgeb—/\—(J5iEAER 7Y JO— RU T, A >R— K9 35%
EEVWITNNDAET Android OS D VPN 77U | (C CASEBRE & 1—H —ffAZE %=1 > /R—
NUET ., AFIETEAED > R— MFECDVWTEHEIBLVZUET,
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° 4
S’t‘lltOﬂ 6. Android kR Pulse Secure 75 77> hNODRTE

6-2 Pulse Secure D317 FDIERRERTE

Google Play 5> X b—JLUTz Pulse Secure 51 77> Mg L. FEsREZITUVETD,

O rKtz2ao—R
O 74N LOiIEE
ulse ie%u:__e %(_3 I!ient " @® KeyStore NODEEFAE
E i SRARTUE DAL % AL O YIrk—Y
TLIESL,
|’ 10.10.10.1/vpntest

SLERE &R

IAVFPRAEANLTHEETSD, KeyStore
SERLTLESW

8 £ 7213 KeyStore H5iR4R I

N—=23 V1ER

FI2ANOEFICHRELES .

bi:3 k)
https://10.10.10.1/vpntest

URL
https://10.10.10.1/vpntest

1-4% SERRE & &R

p— tsoliton
o
BEEY AT E=tsoliton@example.com O

KeyStore HidizES ,CN=tsoliton,0=Example Co.
Y WGD“IE e \Ltd,L=SHINJUKU,ST=TOKYO,C=JP

SREQTIUF R
userQ1 user01

CN=user(01,0=Example ©
sEte Corporation,C=JP

PKCS#127 7 - JLHLERFIF. pfxETziF. p12)
SIEEAEHE A VAR —ILTEET.

A=

— - -
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® y
S’t‘llton 6. Android it Pulse Secure 547> k®dD

YRR UTZIERUIBIRZZEIRL. 1 —Y—ID//ARD—RZADULTLIESLY,

&

@ https:/#10.10.10.1/vpntest
https://10.10.10.1/vpntest

EE:3i

i

@ https://10.10.10.1/vpntest

https://10.10.10.1/vpntest

Pulse Connect Secure

00:59:46

user01
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