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Time Zone MFE (I FITDTLIZE Ve SAEIRF—ENRZF—DESFCANZEDZE
ABUTLIZEV, SSID DERE(FETEELF TN SSID AT TR LT ES0N,

License

License Key:
Contact Information

Location:

Contact Name:

Contact Email:

Contact Phone:

Network Settings
Host Name:

Address Type:

IP Settings:

[SSID Settings
SSID Name (Replaces SSID "xirrus”):

Wireless Security:

Current SSIDs

IAdmin Settings

New Admin Privilege Level:
New Admin Password:

Confirm Admin Password:

[Time and Date Settings

Time Zone:

Quick Configuration

Apply Quick Configuration Template:

IAP Settings

Enable/Configure All IAPs:

New Admin User (Replaces user "admin”):

[1P34Q-B75X6-9URT1-A|

|Anywhere, USA

[J Smith
|jsmith@xyzcorp.com
[212 555-1212

|factoryap l

® pHcp O static
Address:| 192.168.1.84 Subnet Mask: |255.255 255 0
Gateway: | 192.168.1.254

| |

\ Open EL‘

Apply SSID Settings

guest
honeypot
xyzcorp

|
[z readwrite [ |
I |
I |

| (GMT - 08:00) Pacific Time (US & Canada); Tijuana

=

Default

HE \ &

License Key

SSID SolitonLab

Timezone

GMT +09:00

admin 1EF=
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Status

e Primary Server

Host Name / IP Address: 192.168.1.2
Network e

e Port Number: 1812

" Shared Secret/ Verify Secret: (TIYYY} [IXITY)
Stations

Secondary Server
Hest Name / IP Address:

Statistics

Application Control
Port Number: 1812
System Log

Shared Secret / Verify Secret:
IDS Event Log

Radius Failover Settings
Configuration

Timeout (seconds): 600
Express Setup
Failover Timeout (seconds): 10
Network
RADIUS Dynamic Authorization Settings
Si ces -
SIVIESS DAS Port: 3799
VLANS _ ~
WA DAS Event-Timestamp: @ optional ) Required
e DAS Time Window: 300
Y] NAS Identifier:
Admin Management RADIUS Attribute Formatting
Admin Privileges
Admin RADIUS Called-Station-Id Attribute Format:

Management Control
Access Control List
Global Seitings station MAC Format:

Internal Radius

Accounting: @ on
Active Directory
Accounting
Rogue Control List
Accounting Interval (seconds): 300
Qauth 2.0 Managemem
SSIDs. Primary Server Host Name / IP Address: 192.168.1.2
Groups Primary Server Port Number: 1813
1APs Primary Server Shared Secret / Verify Secret: [TITYT] [TTITYY
WDS Secondary Server Host Name / IP Address:
EHE @
Host Name/IP Address 192.168.1.2
Port Number 1812
Shared Secret/Verify Secret secret
Accounting On
Primary Server Host Name/IP Address 192.168.1.2
Primary Server Port Number 1813
Primary Server Shared Secret/Verify Secret secret
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4-3 HEIEDERTE

HHRDELTE (& SSID MERTE TITHNE I, Express setup TYERK L 7= SSID &iEIRU T,

BLTLSEEL,

XIRRUS

L
status

Enabled Brdcst

VLAN ID / Number

Qos DHCP Pool / Opt Filter List

Encryption / Authentication / Global

wen Mobile D'w:o

Fallback

Xirrus Roaming

SoltonLab v

0 | (none) Ly (none) |y WPAZ / 802 1x

" WEm « L3 “f“.|||

Create 3 New SSID:

SSID: SolitonLab
Limits.
Stations:

Overall Traffic:

Tratfic per Station:

Rename SSID

unlimited

Packets/Sec
Kbps.
Packets/Sec
Kbps

Scheduling

Days Active: ¥ Everyday ¥ sun
¥ untimted . Actve: 7 Amays Time On:
Y| Untimted Time Off:
9 Uniimited
! Unimted Date On: none

© Specific Date & Time
Date Off: none

9 Specific Date & Time
Expiration: none

9 Specific Date & Time

Format (YYYY-MM.0D [HH M)

FOrmat: (YYYY-MM-DO [HH MM])

“Imon ¥l Tue ¥ wea ¥ Thu ¥ Fn ¥ sat

Afer Duration None

After Duration None

Aner Duration Never

IRH
SSID

(1:]

SolitonLab

Enabled

Checked

Encryption/Authentication

WPA2/802.1X

Global

Checked

IAP Setting T IAP % Enable (CLZE 9. Enable all IAPs Z#20w oL TLIZEL\,

Enable All IAPs

Enable:

Band: | 24GHz
WiFi Mode: | bgn
Chanpel: | 1

Lock:
Bond: \ off

lap2 5GHz

Channel
‘ Allow auto-channel a... |

Disable All I1APs Reset Channels

157 161

Description: l"—‘l

Cell Size: | max

| v
TX Power: 20dBm t
RXThmsho{d:".go 4Bm ;
hoose WDS D v

Antenna: internal omn

20 dBm -90 cBm
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£ SEEABOA - -
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Ll
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O O-Al Ixa—4—(L)

TR [RA] 2L T

HA(N) Frl

|

© & AHEOA—h MYk

AYR— NI BABEET7 N
A= NI BTPOVRIEEL TV,

IPAVE(F):
S5(R)...

EE: ROMEREIE 1 2077 BBOHERSURETAZT:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 iE83& (.P7B)
Microsoft SUZJULENIEBRBART (.SST)
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oot
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- FTERRICRENET
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(/XX —R]
NetAttest EPS T
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BREZFIT UTZIRIC

23



S2liton

5.EAP-TLS BREECDI S A 77> NESIE

5-1-2 H7VHV bRRE

Windows Z#H5 U H> N T TLS DR EZITLET,
[DAYVLRARY NDO—ODTOINGF«] @ [TF1UFT1] ITHBUTDHRERITVNET,

SolitonLab T4 L2 v MI—4070) 51

[ e = Ut
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e
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S2liton 5.EAP-TLS ZREECDISA 77> NSTE
5-2 i0S TOM EAP-TLS B

5-2-1 D347V MEBAE D Vik— b
NetAttest EPS WNSFITUIZT S 77> MiEBAEZ i0S 77/ X(CA > /R— hI B AT TE
RENBDFET,
1) Mac OS Z#IF U T Apple Configurator &{E>5 /5%
2) D54 7> NIEBRBEZ XA —JLICHMIL iI0S T/\A RTED . A >2iR— I BDAE
3) SCEP THUS Y 37535 (NetAttest EPS-ap R T=ET)

WINHDFFET CASERRE LIS 7> MIEREZ > /IR— hULFET. AETEEBLFT.
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S2liton 5.EAP-TLS REECDISA 7> NRE
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S2liton

6. EWFrEERHESR

7. BhERERR R

7-1 EAP-TLS E2:iF

EAP-TLS S25EN' BTN L IeiZE& DO I R R

Hm#&

OJFRpAl

NetAttest EPS

May 30 14:38:06 naeps radiusd[3094]: notice 2018/05/30 14:38:06 Login OK: [user01] (from
client WirelessAP port 256 cli 40-A3-CC-32-10-A4)

Xirrus XD2-240

Station 40:a3:cc:32:10:a4 (192.168.1.106, $18205, Intel Notebook), IAP iap2: IPv4 address available, IPv4: 192.168.1.106, SSID: SolitonLab, Username: user01

7-2 EAP-PEAP AL

EAP-PEAP FR5EN AN U i & DO T Rl

Hm#&

mEEaN]

NetAttest EPS

May 30 14:53:10 naeps radiusd[3094]: notice 2018/05/30 14:53:10 Login OK: [user01] (from
client WirelessAP port 256 cli 40-A3-CC-32-10-A4 via proxy to virtual server)
May 30 14:53:10 naeps radiusd[3094]: notice 2018/05/30 14:53:10 Login OK: [user01] (from

client WirelessAP port 256 cli 40-A3-CC-32-10-A4)

Xirrus XD2-240

Station 40:a3:cc:32:10:a4 (192.168.1.106, S18205, Intel Notebook), IAP iap2: IPv4 address available, IPv4: 192.168.1.106, SSID: SolitonLab, Username: user01
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