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 1.  

 

1.  

1- 1  

︡ ︣Ḯ 

ḱL3 VLAN1ḭVLAN 10ḭVLAN 20ḭVLAN 30 4 VLAN ︣  

ḱ ︣ PC IP ḭNetAttest D3-SX15 DHCPṇ ṇּפ  

ךּ ︣ 

ḱ VLAN ףּ ︣ Ḯ 

-  VLAN 1 Ḳ192.168.1.0/24 (EPSḭD3) 

-  VLAN 10 Ḳ192.168.10.0/24 (ICX 7150-24Pḭ VLAN/user01 ) 

-  VLAN 20 Ḳ192.168.20.0/24 ( VLAN/user02 ) 

-  VLAN 30 Ḳ192.168.30.0/24 ( VLAN/user03 ) 



 1.  

 

1- 2  

1- 2- 1  

 ṇ ṇ  ṇ  

NetAttest EPS-ST05  RADIUS/CAṇ ṇ 4.10.4 

ICX 7150-24P ṇ  
RADIUS  

(L2/L3 ) 
ver. 08.0.80d 

VAIO Pro PB VAIO 
802.1X  

(Client PC) 

Windows 10 64bit 

Windows  

NetAttest D3-SX15  DHCP/DNSṇ ṇ 4.2.17 

 

1- 2- 2  

IEEE802.1X EAP-PEAP(MS-CHAP V2)/EAP-TLS/EAP-TLS+ VLAN 

1- 2- 3  

 IP  RADIUS port (Authentication) RADIUS Secret (Key) 

NetAttest EPS-ST05 192.168.1.2/24 

UDP 1812 

secret 

ICX 7150-24P 192.168.10.1/24 secret 

Client PC DHCP - - 



 2.NetAttest EPS  

 

2. NetAttest EPS  

2- 1  

NetAttest EPSLAN2( ṇ פּ( ךּ ︣Ḯ IP

ṡ192.168.2.1/24Ṣ ︣Ḯ IP ︡ḭInternet Explorerּפ  

ṡhttp://192.168.2.1:2181/Ṣ ︡ שּ  Ḯךּאל

 

לּ ךּ ︣Ḯ 

1.  ṇ  

2.  ṇ ṇ  

3.  RADIUS  

4.  ṇ ṇ  

5.   



 2.NetAttest EPS  

 

2- 2  

NetAttest EPS LAN2( ṇ פּ( ךּ ︣Ḯ IP

ṡ192.168.2.1/24Ṣ ︣Ḯ IP ︡ḭInternet Explorerּפ

ṡhttp://192.168.2.1:2181/Ṣ ︡ שּ  Ḯךּאל

ḭ ṇ ︡ḭ ︡ ︣Ḯ 

 ̧ ṇ ḱ  

 ̧  

 ̧ ṇ ṇ  

 ̧ ṇ  

 ̧ ṇ ṇ ṇ  

  

 naeps.example.com 

IP   

 ︡ 
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2- 3  

ṇ ṇ ︡ ︣Ḯ 

 ̧ CA  

 ̧ LDAPṇ ṇ  

 ̧ RADIUSṇ ṇ ṕ Ṗ 

 ̧ RADIUSṇ ṇ ṕEAPṖ 

 ̧ RADIUSṇ ṇ ṕ Ṗ 

 ̧ NAS/RADIUS  

  

CA  ṇ CA 

 RSA 

 2048 

CA  TestCA 

 

  

 EAP  

1 TLS 

2 PEAP 

 

  

NAS/RADIUS  RadiusClient01 

IP  192.168.10.1 

ṇ  secret 

 



 2.NetAttest EPS  

 

2- 4  

NetAttest EPS ḭ ṇ ṇ ךּ ︣Ḯ 

[ ṇ ṇ] ² [ ṇ ṇ פּ[ ḭṡ Ṣ ṇ ṇ ךּ ︣Ḯ 

 

 

 

 

   

  

 user01 user02 user03 

ṇ ṇID user01 user02 user03 

ṇ  password password password 



 2.NetAttest EPS  

 

2- 5  

VLAN ︡ ךּ ṇ ṇ ︡ ︣Ḯ 

ṇ ṇ ṡ Ṣ ṇ ṇ ḭṡ Ṣ  

ṡVLAN IDṢ ṡ Ṣ ︡ ︣Ḯ 

  

ṇ ṇID user01 user02 user03 

VLAN ID - 20 30 

 - 0 0 

 



 2.NetAttest EPS  

 

2- 6  

NetAttest EPS ḭ ךּ ︣Ḯ 

[ ṇ ṇ] ² [ ṇ ṇ פּ[ ḭ ︣ ṇ ṇ ︡ ︣Ḯ 

( ḭuser01.p12ּלּך ) 

  

 365 

PKCS#12 ḱḱḱ  

 



 3. ICX 7150 ṇ  

 

3. ICX 7150  

3- 1 Ruckus ICX 7150   

ṇ LAN  ICX 7150 ṇ ︣ CLI

ךּ ︣Ḯ ︡ ICX 7150-24P ︡ḭCLI ךּ ︣

︡ ︣Ḯ 

 

3- 2 Ruckus ICX 7150- 24P  

3- 2- 1 RADIUS  

ICX 7150-24P VLAN 10ḭVLAN 10 IP ףּ ṇ ︡ḭ

RADIUSṇ ṇ ︡ NetAttest EPS︡ ︣Ḯ 

[ ] 

ICX7150-24P Router>enable 

ICX7150-24P Router#configure terminal 

ICX7150-24P Router(config)#vlan 10 

ICX7150-24P Router(config-vlan-10)#tagged ethernet 1/1/12 

ICX7150-24P Router(config-vlan-10)#router-interface ve 10 

ICX7150-24P Router(config-vlan-10)#int ve 10 

ICX7150-24P Router(config-vif-10)#ip address 192.168.10.1/24 

ICX7150-24P Router(config-vif-10)#exit 

ICX7150-24P Router(config)# ip route 0.0.0.0/0 192.168.10.254 

 

ICX7150-24P Router(config)#radius-server host 192.168.1.2 auth-port 1812 acct-port 1813 default 

key secret dot1x mac-auth no-login 

 

VLAN 20ḭVLAN 30 ךּ VLAN ︡ ︣Ḯ 
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3- 2- 2 IEEE802.1x  

Flex Authentication︡ IEEE802.1x ףּ eth 1/1/1ּפ eth 1/1/6

ṇ ︡ ︡ ︣Ḯ 

[ ] 

ICX7150-24P Router(config)# aaa authentication dot1x default radius 

ICX7150-24P Router(config)#authentication 

ICX7150-24P Router(config-authen)#auth-default-vlan 10 

ICX7150-24P Router(config-authen)#dot1x enable 

ICX7150-24P Router(config-authen)#dot1x enable ethernet 1/1/1 to 1/1/6 

ICX7150-24P Router(config-authen)#dot1x port-control auto e 1/1/1 to 1/1/6 

 

ḭ (Running-Configuration) Startup-Configuration︡ ︣Ḯ 

[ ] 

ICX7150-24P Router(config)#write memory 

 

Ruckus ICX 7150-24P ךּ ḭ ( ) פֿ  Ḯךּאל

 



 3. ICX 7150 ṇ  

 

3- 2- 3 IronWare 08.0.90  

Ruckus IronWare 08.0.90 ṇ ḭ ṇ ṇ ḭ

ṇ צּ אל ךּ ︣Ḯ ṇ ṇ ḭ ṇ צּ ︣Ḯ 

 ̧ ṇ ṇ Ḳsuper 

 ̧ ṇ Ḳsp-admin 

 

[IronWare 08.0.90 ] 

Press Enter key to login 

 

User Access Verification 

 

Please Enter Login Name: super 

Please Enter Password:    ẔƁ ṇ ƁǺǔǑƎǂǅǎǊǏǺ  

User login successful. 

 

User ¢super  login successful with default password. Please change the password. 

 

Enter the new password for user super :    ẔƁ ṇ  

Enter the reconfirm password for user super:   ẔƁ ṇ  

Password modified successfully for user super 

 

Authentication is enabled in the device for Console/WEB/SSH. 

ICX7150-24P Router>enable 

ICX7150-24P Router# 

 



 4.Windows 10  

 

  

IEEE 802.1Xḱḱḱ  

ṇ ḱḱḱ Microsoft: אל EAP 

 

4. Windows 10  

4- 1 EAP- PEAP  

Windows PEAP ךּ ︣Ḯ 

ẑ ּל ṡWired AutoConfig Ṣ ṇ צּ אל ךּ כֿ פֿ  Ḯךּאל

[ ṇ ]  [ פּ [ ךּ ︣Ḯ 

 

  

  

- ṇ ṇ ︣  On 

אל - ṇ  TestCA 

- Windows ḱḱḱ Off 

 

  

ṇ ︣  ṇ ṇ  

 



 4.Windows 10  

 

4- 2 EAP- TLS  

4- 2- 1  

PC ṇ ︡ ︣Ḯ ṇ ︡ ךּףּ

(user01.p12) ︣ ḭ ṇ ṇ צּ אל ︣Ḯ 



 4.Windows 10  

 

 

ṥ ṇ Ṧ 

NetAttest EPS ︡  

︡ ṇ  



 4.Windows 10  

 

4- 2- 2  

Windows TLS ךּ ︣Ḯ 

ẑ ּל ṡWired AutoConfig Ṣ ṇ צּ אל ךּ כֿ פֿ  Ḯךּאל

[ ṇ ]  [ פּ [ ךּ ︣Ḯ 

 

  

  

כֿ - ṇ ṇ  On לּ

)לּ - ) On 

︡ ṇ ṇ ID ︣  On 

אל ṇ  TestCA 

 

  

ṇ ︣  ṇ ṇ  

 

  

IEEE 802.1X 

︣  
 

ṇ  
Microsoft:ṇ ṇ  

 

 












