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SonicWall Cloud Secure Edge DIdPE&ESFEE

SonicWall Cloud Secure Edge

A4 -
o Settings
SONICWALL 9
Identity and Access SonicWall CSE Client Configuration Certificates
® End User Device API Keys

4 Home
2 Private Access
Internet Access User Identity Provider

Connect Cloud Secure Edge to your own Identity Provider. See step-by-step instructions in our help docs. Export current IDP configuration to a file on your
O Trust device.

Provider Name
2% Networks Other

Select Identity Provider for end user authentication (e.g. Microsoft
Entra ID, Okta)

OneGateZSAMLEZELE

8= Directory Soliton OneGate
a3
ELTESR
m PrOVider PrOtOCOI SAIV”_ 2
Select the Identity Provider protocol
? GetHelp

Redirect URL
This URL/URI redirects users to the Cloud Secure Edge upon
successful authentication (via your IDP)

https://<Cloud Secure Edge Name>.portal.banyanops.com/v2/calll

Entity Issuer.{optional) https://<Cloud Secure Edge Name>.portal.banyanops.com/v2/calll

Entity issuer identifier must be unigue for your IDP




SonicWall Cloud Secure Edge WSAMLE

SonicWall Cloud Secure Edge

)

@

NICWALL

A Home
B Private Access

B Internet Access

©Q Trust
a5 Networks
Directory
? GetHelp
[ ] Sign Out

IDP Settings

IDP Metadata Method
You can either enter the Identity Provider metadata URL, or manually
enter values from your Identity Provider

IDP SSO Url
Enter the SSO URL from the Identity Provider used for login

IDP CA Certificate

Enter the SAML certificate from Identity Provider. If you have
downloaded the certificate (base64),click Upload to select the
certificate and insert into this field

Username
Enter the client ID provided by your ldentity Provider

Email
Enter the client secret provided by your Identity Provider

Groups
This is the Identity Provider claim for the groups attribute. The attribute
may be used to assign a role to a user and/or device in CSE

Group Delimiter (optional)

(Optional) A group delimiter helps CSE identify user groups sent by
your IDP. The value entered into this field (e.g., " ; ') must align with the
one already used by your IDP. Leave this field empty unless directed in
our documentation

Manual

https:// .ids.soliton-ods.Jp/idp/sso

OneGateMURL%EE§%

-----BEGIN CERTIFICATE-----
MIICzjCCAbag AWIBAGIGAXiv5jsbMAOGCSqGSIb3DQEBCW)|

OneGateDIdP:IRAE %= 5 5%

Supported formats: .cer, .cert | &, Upload ‘

| http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailadd

OneGateh'5EET S

| email Ema&?ﬁi'ﬁfg %X
| groups OneGatefJ‘Bﬁ%?%

GroupsEMZZRE

SCIM Provisioning

Ensure that an Identity Provider has been configured to authenticate
your end users. Once these settings are configured, SonicWall CSE's
local user management will no longer be available to use.
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