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��g´oxtw��¾åy²ê}wvÿ/y»ćđÓþÄÅÀÿ�xwv1Ý�g|g|u¼vt»[�}�¾
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ùóµð¶·²«û|o�s� 2022 ~ 

ss{{r�²~�1r�~wNÏwrº1nå�s|¿x�x»y}w�rº~y|12022 ~�o_{ćđÓþ

ÄÅÀ«û|þ�s� 1 ~ww�2{{1��z VPN �~zy{¹~ÿ/|[{s�xtvöíwy2 

; T}~¸º}�u¼�åy²S{ Soliton {vuv 

 

s~u~w1ćđÓþÄÅÀ«û�ßòþU{rº~y2BlackFog �~ÎċĚîĉw}�u¼vt»ćđÓþÄÅ

ÀÏh~«ûþu{ztv²12022 ~� 2020 ~x�yv 1.5 Ɠ~ 376 þ{ßxvt»xy^u¼vt~y2s¼

�r�~w�}~NÛwrº1z}¹�s~ 10 Ɠ{þ�«û|r»²~x�x�{v|ïu}vwy2åow²

2022 ~ß[{¹1«û}~~�k|/kÎċĚîĉOmpqw�z�zsv}�sx����xwvr»~w�z

tww·v{2 

 

 

 

«û}èw�}~~m~²¿v�»x12022 ~w�y_~ 47.8%|�Þę}²ę{v�·w~«ûww�2åow

²1{v�·x~�ç|yĸu¼»sx|ßxvt»sx{¹1s¼�ÎċĚîĉ~�çþUx¿vïu}vwy2

�pw1m~|[Ü{¿�svt»pqw1ëº[u�®�Omw«û|~�wvt»¿qwy~w1y~m~²û

¿¼»ÿýg|r»xtvsx²ß¼z{1_}ÿ}ÿ�y»ß�|rº~y2 

 

 

«û~�oûm~ «ûÕû 

2 o ý¶m /_�|×_Yx~çÿ{{owvt�úòüøçÿ�~}uw1ÿuu¼ùóµð�÷2ý¶m~

×_Ywr»1�kOm²�ÿú�~�±mÛ\k2 

4 o úýñü»ü ´ó¿üýóøÞÿ{çÿw�ýóøÿü¿�~~��g}uwÿuu¼1ùóµð�÷2Ɛþåy

²�°åyoxt~ÿýg|vÛw}ztöí{2 

10 o {v�· ×_Y~½õø¶·²oöõ VPN �~{¹ÿuu¼1{v�·²ùóµð�÷2ÿ/»ûö·¹ö

ð|{ow}z1uSþ~ã�{�ÿ2 
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åo{zq»<ÿuß=ùóµð¶·²~«û 

ÿ��mxzsvt»ćđÓþÄÅÀ�1åow�1<ÿ/ßćđÓþÄÅÀ=x¿¿¼vt~y2Ĺ]1/ÝpÝ

ß1ö·ß1{ößzyx²|p¼»²~w1ßg~ùóµð¶·²x�uzº1Om´}~²ût1ÿ/ß{åy

²÷�ûw�vxwåĚÝ²÷÷Ww1ÿ÷W~�±{¯¿²�ny»xx²{1}¼{ßxzq¼p÷�ûw�å

ĚÝ²ĈĚÍÓÂæwö·y»/Ý~pÝ²y»�çkýwy2 

 

ïßß{¹~èu¼�ĊûĚæ{ztv²1s~ÿ/ßćđÓþÄÅÀ~«û|eßwvt»sx|y^u¼vz

º1åow²s~ÝÂõ~�ç|ßxvt~y2 

 

 

 

 

 

ïßß~åĚÝw�1ÿu}ï� VPN �~{¹~ÿu|g²[t 68%²s±vzº1úòüø÷¹¿øó÷�}~

kxzsvt~y2t~º1ÿ/ßćđÓþÄÅÀ{ûÿözĈ×Íÿ�²w�q¼p1~z1ÿ/}ïwr»ĈĀ

ĚæÀÍÙ×{¹~ÿ/ÿ�²�Wwzq¼pz¹ztxtvsx{zº~y2 

 

 

 

omw��¾åy²ê}w��ç 

ĈĀĚæÀÍÙ×}uw~ÿ/ÿ�xwv�1~z��gÿ�|ÿowy2T÷đÞĚ~óßy»åy²¸�ú�w

�vxw1ŜkîĚÖąđ²tqí�Ų}y»xtvsx|ëyu¼~y2VPN p{º|ìþu¼~y|1VPN ï

_{²ĈĀĚæÀÍÙ×w}»îóWýÕzy²�ß{/¼1��gÿ�²ßýwvt�ß�|rº~y2 

 

w{w1Ntìowz�v�z¹zt~�1��gÿ�pqw�O?ďwr»xtvùwy2ïáßŲ}Ŵ{��g

²ûtv �¾åy1t~º1IDûñ¹ÿüù|÷~¼vt�|\1ïáß²Ų}wv��g|q�zsv²1ï×č

Ěç²Yöwvtzq¼p1÷�ûu¼�k�~ÀÉÄđæx�¾åy²�svÿ/u¼vw~t~y2åoÿÕ{

ztv²1ç{÷~¼vw~s��¾åy²�sv�çu¼»ÏĚ×|{zº~�wvt~y2 
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�ßÏ� d <å~öz²»¶óøom= 

�¾åy²û×y»kÿ� VPN �~x~��g�çpqw�rº~{³2ÂđÝĚëáæN{�Omw�±¹¼�

ÍćÄçÓĚñ×pqwz�1_õUqéăĚ×ÓÂæzy1ÀÉÄđæ²�³wvĿ}y»u~v~zđĿÓĚñ

×|rº1}¼¹{�³w�öü¶ü²»¶óø|1µ´ðü�ç{¸ºmûy»Ïþ|[~wvt~y2ßmõ|

mÛĿ}þöw�³w�ĄĚÔĚID ´ï×čĚç|omw�|\1OkÀÍÙ×´{öß�ç~ÝĚÐáæxz»

Ĉ×Í|Ú~º~y2 

 

ÛĈæđÕ×äþØ|s¼~wtß¼t�ptvßýw�<omÀÉÄđæ«û¿ÿ=ÿ¿ÿu 2000 çÿÂđïNÿ

w²199.9%~Omû÷_w1ÿ÷÷õ~ñ¹ÿüù²�°²»¶óøom|ú�u¼zº1s¼�²vå~x}s

vÿ�y»w{zt1xtv~|ÿßxtx}vwy2 
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�ßÏ� e <[�}�¾²û|y»�ç~eß= 

ÀÉÄđæxï×čĚçpqw�Ok{ċÎÂđu¼»xtvŴó{�q1²vNt÷²tq»~|[�}�¾

ÿMFAÿwy2ÀÉÄđæxï×čĚçx²vNt_{|ztxċÎÂđw}zt�±1�¾åy²ê}w��ç²

¶psx|w}~y2w{w1s¼wÛßxtv»w�rº~{³2n~~_�éăĚ×{zº~w�|1gß� 

s~[�}�¾²û|y»�ç|ûÿwvt~y2 

 

 

� Microsoft {¹~åyxwv12021 ~~ 9 oïß11 O²�x»Om´}~{ÿwvóÁáÕđÎ�çw MFA 

ÿMulti-Factor Authenticationÿ²û|y»�ç|¯¿¼vt»1xtvìoßÿ|ûu¼~w�2 

 

�ç��1}ÓÂæ{/Ûu{� ID xï×čĚç²k�ÓÂæ{}~~~�º1Ŀ}�|×üùÀõĈzyw��

í_ÿÿ[�}�¾ÿ²ßýy»x1o�{t»�ç��ċÎÂđwĿ}y»ÙáÕąđ Cookie ²¥ŋÝ×w÷°

sx|w}1s¼²²sv[�}�¾|û|u¼vt~y2 

 

 

 

²x²x�ÿw�12021 ~ 5 o{/}�îw MFA ^/|�nu¼vt~w�|1[�}�¾²û|y»�ç{²ÿ

ßwzq¼pz¹z�zº12022 ~ 1 o{ûu¼��þw�1óÁáÕđÎ�g~r» MFA ~^/|�nu¼1�

ÿ�Þ�·� 2024 ~_�~þo~w{ÿßy»sx|n±¹¼vt~y2 

 

s¼²×q1Microsoft �w�õ³ó·ó°_Œ~r» MFA ~Ntxwv Azure AD x~÷¸¿û¾nþ�¾{ÿß

w~w�2~� Salesforce �w�Ŀ}�x MFA Ŀ}²ß�Wy»zy1÷đÞĚT�~ÿß²á³wt~y2 

ü å}¿ý¹öó¿7å} NETWORK12022 ~ 7 o 27 å 

<[�}�¾=²|»��kõ³ó·ó°11 O�ïN~ Microsoft 365 Ŀ}Om²ûv 
 https://xtech.nikkei.com/atcl/nxt/column/18/00676/072100111/ 

 

ü åo}nõÞ12022 ~ 8 o 3 å 

<[�}�¾=|»�ç Microsoft 365 Ŀ}Omûv 
 https://www.nikkei.com/article/DGXZQOUC285SD0Y2A720C2000000 



Security White Paper 2023 

 

7 

 

Executive Order on Improving the Nation9s Cybersecurityÿhttps://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/ 

M-22-09 Moving the U.S. Government Toward Zero Trust Cybersecurity Principlesÿhttps://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf 

�¾�þ - ·úúº{ùw��¾ý_²øþÿý{ÿhttps://jpazureid.github.io/blog/azure-active-directory/authentication-strength-choose-the-right-auth-method-for-your/ 

[�}�¾ (MFA) x~ÿß~zØtÿhttps://help.salesforce.com/s/articleView?id=000392813&type=1 

 

 

 

õ³ó·ó°�g~r»[�}�¾²�ß 

åo~Omę}~{ztv1y~¸vz[�}�¾|gŲz~ww·v{2[�}�¾�Nt~�¾�}w�z� 

uz»�u~�¾�}²}�\¿{»²~w1�¾�}{�<÷Û=<bo=<�_=~ 3 ~Þ|rº~y2 

 

ü ÷Û & ^/ğ}�ûwp|omw´ytÿï×čĚç1ÂÿĚÖüæĈÍ×zyÿ 

ü bo & ^/ğ}gęÑ×æ~îćđ×{¹ß�Ŀ}u¼»ÿUSB ËĚ1IC ÉĚç1÷¸¿û¾nþzyÿ 

ü �_ & ^/ęğ}Ñ×æx²��öÚ±1omf~ÿß{Ö}|r»ÿg�1Ü1ß�zyÿ 

 

ï×čĚçxï×čĚçzy1\x�¾�}~}�\¿{w�[�}�¾{�z¹z1IC ÉĚçxï×čĚç1Ü�

¾xï×čĚçzy1ÿt²}�\¿{»²~|[�}�¾xzº~y2 

 

s~ow²1õ³ó·ó°�g|Út~|÷¸¿û¾nþwy2åÖÝĉ¾nþ²}t�}�÷÷÷o_�1Ŀ}ÿ

o|{Ûw}»N1óÁáÕđÎ{¸»�¾åyÚ×²¶kw}»ÿĈáæ|rº~y2~�k�~¾nþ²c�z

t�ç��ý°´ó�÷{�yºwqzt�±1ñ¹ÿüùú¹ø�çÿ�{z»pqwz�1��g�ç~r�²

ö÷z²~xw~y2 

 

 

 

¾nþ|qt~w 

ý°´ó�÷{�yºwqzt 
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óÁáÕđÎ�g~{{1�¾åîÂ×�yf~ÿß´Ŀ}}�1ÿß OS1~�Ñ×æ{ztv²{Où|rº1

÷¸¿û¾nþ�1Omû}~{xsvã}w´yt[�}�¾xtx~y2 

 

;FIDO2 ´ PIV ¹þüø»üù�õ³ó·ó°�go  

 

 

 

[�}�¾~Û}��Yÿ  

{Og~ÚtåÖÝĉ¾nþwy|1CA ~^/ëû´ÿ�ğ}²�x»xwº¿�u¼»o²t»{²w¼~{³2 

õćÂ÷Ěæ CA ²{þm�w�ÍćÄçß~[�}�¾ÓĚñ×z¹1^/¬÷²{qz1�þz�¾ôÛ²}[

{ë�{Ų}y»sx|w}~y2 

 

ÛĈæđčđÐĚæz¹1åÖÝĉ¾nþ~ë×~¯x~¯n�ÿoåy~ë×�³{ÿßwvt~y21 þ|�u

ÿo²Ŀ}wvt»|\²1Ŀ}o~ÿo²}í�{Ûw1¾nþ~yûğ}²}[wy2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 ÷¸¿û¾nþ Þ~[�}�¾ÿbo1�_ÿ 

�ç�g �ç��ċÎÂđ�÷~wŇĻw}zt �ç��ċÎÂđ�÷~wŇĻw}»|\|[t 

; 

�yf~ÿß _ú¾nþ²ÙđÝĚtwyûw1õwtÿox 

¾nþ~Ý~¯y» 

ÿef~ïÿ�¾~k�²uÙwvz�2 

{våîÂ×~|\�ïÿ�xîûy»2 

{oo� VPN1qÿ Wi-Fi1ÍćÄçÓĚñ×zy1ù5z

�¾{Ŀ}w}» 

qÿ Wi-Fi �¾{Ŀ}w}ztzy1}�|Ö¹ 

¼» 

ÿß OS PKI âÛ�ß~Îßwŋ¼g|Ú�1üĉß OS w

×_2 

OS ï{Ŀ}ÿýz�¾�}|uz»|\|r» 

åoOm~ûüº{ÿßy»[�}�¾µüó¹ 

Om~�Wzåy²ûvy»mÛ·¹öð²1

ID xñ¹ÿüùpqw{}wvt�¹1�O�

{xsv1_s×º�}[wy2~�1_�|»

ÿwvtztÿo|�|svw~vôÛw�1

åyoxtú¹¿��}�Ú~º~y2 

OneGate �1ñ¹ÿüù~��g²ë~y»

÷¸¿û¾nþw1{}�x{}ÿo²{Û

w1Om~åy²Ok²¿»¹{¹Ûº~y2 
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utt{ 

Î²_}ÿ}1ćđÓþÄÅÀ�ç�ßòþU{rº1ÿ/}ïwr»ĈĀĚæÀÍÙ×~�¾�W�eÛxtx~

y2Omę}~x~[�}�¾ÿMFAÿ~^/{ztv�1MFA ²û|y»�ç|r»sx²�ow1óÁáÕđÎ

�g~�t MFA ²ã}y»sx|Ý�wy2 

 

Út�ç�g{òxv1Ŀ}ÿo~{Û|w}1ĈĀĚæÀÍÙ×�²q½³ÍćÄçÓĚñ×´qÿ Wi-Fi zy1

u~v~z}�{Ų}w}»åÖÝĉ¾nþ�¾�z××ÿwy2 

 

åÖÝĉ¾nþ�¾{{þÿßy»<½úøóÿó²üø=ÓÂæw�1^/ÏÏ´åĀ×�1tĿ}}�{ßx�

T~¯ÛÊÂç²}�wvt~y2|r1ÀÍÙ×wv�vOut2 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

^uÏÏ1¯Û¼´ù1øù´²ûw¿� 

½úøóÿó²üø } � 
http://www.soliton.co.jp/onegate/ 
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qíî�1qí�ý1q»ÿ{¸»ÿ[Ú_{x~uÛ²ùx~y2 

 


