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1. https://iot-analytics.com/number-connected-iot-devices/
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https://news.microsoft.com/ja-jp/2022/03/02/220302-
ukraine-russia-digital-war-cyberattacks/
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Remote Access Connection Established

Jun 10, 2018 10:33:22 PM

Connection detected from 192.168.30.10 to 192.168.30.1
using SSH
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Alert Detected

May 6, 2018 7:37:53 PM

Actuators

LO

A Triconex station (10.1.2.25) attempted to initiate an
operation incorporating an illegal function code value.
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Scan Device Detected

Apr 22, 2017 8:49:02 PM

Port Scan: Counted 23 distinct ports scanned from
10.2.1.26 t0 10.2.1.25

PLC Program Update

Apr 22, 2017 8:53:17 PM

Program update detected, sent from 10.2.1.25to
10.2.1.14
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meters and purpose- embedded, proprietary smoke alarms, HVAC smart appliances
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Incident

Severity
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='1% - Microsoft Sentinel
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= Active

Status

(1) Rare RDP Connections
26 PM

12/3/2020, 4:27

(1) AD account with don't expire password - dis...

4 Pl

s Kim Wall

Owner

@ An S7 Stop PLC Command was Sent

12/18/2020, 12:57:32 PM

e device sent a stop command ta a destinatio

npromise lead
@ Custom Analytic - PLC Compromise
12/20/2020, 3:16:21 PM
Kill chain detection of OT Sensor Host compromise lead

() Custom Analytic -Defender for loT PLC Stop ...

12/22/2020, 12:07:02 PM

Enterprise

A 4

' Events related to this expansion See all events>
12/20/2020 11:00:00 PM - 1/19/2021 11:00:00 PM

SystemAlertld TimeGenerated Tenantld

€632bf92-5e6b-5f43-7... 2021-01-19T21:27:41Z  be24066f-54b0-4984-...

DisplayName

Rare RDP Connections

Alert

Rare

(©1/14/2021, 2:42:49 PM

Last incident update time

() Custom Analytic - S7 Stop PLC Command Sent
1/6/2021, 11:55:54 PM

() Custom Analytic -Defender for loT PLC Stop ...
1/6/2021, 11:55:55 PM

This Incident describes the Attacker first failing then suc

(@ Custom Analytic -Defender for loT PLC Stop ...
1/6/2021, 11:55:55 PM
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|7*\| EWS_Host Compromised
1/8/2021, 3:01:42 PM

'FuIII Forensics for IT and

§
=
—

Timeline

Entities

@

Insights

®

Help

Supervisory ;

loT/OT environments

iderName

Scheduled Alerts

VendorName

Microsoft

VendorOriginalld

8260d9c4-2b8f-4a32-...

Process Control
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the device EED
Faster Detect more with better context
development cycles informed by TI, filtered by Al

Security by design T f\_ = U T A j ,r 7 -U-,r 7\\“/
always up—to—date’ ~:5f?|£{f\;?=. E"] fd: == /)-l U > 7

Prevent and respond



Refirm Labs
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Discover Assess Detect Respond
Complete coverage Risk analysis for any Behavioral analytics Rapidly identify multi-stage
and visibility focused device and segment and Tl built to adapt attacks across IT/1oT/OT and
on loT/QOT devices across all networks to attacker’s speed mitigate with automated playbooks



HES S5 ZDIoT/OT~NDEZE B EFIENH;

REFxUENT Section 52
FINA R 1oT/OT Security BEILET7S—F
Research Team
Microsoft Security @ () Microsoft
Response Center Threat Intelligence
. center
55y RERY ® °
Ay ELAn]=E/ . AExyoa
R . — 101010 nf-URL
o= T—AYLAITOTA R ololol
1= ENH—Fv— Tolee =
@ e E
o
Microsoft Detection .
and Response Team Microsoft Cyber Defense

Operations Center
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