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IP Address Last Activity Type Protocols Vendor

ICMP, Netbios Datagram Service,

192.16817.8 Aug 4, 2022 6:29:51 PM FLC _ SAT GMEH & CO.
SMB, Siemens SICAM
Methios Datagram Service, SME

192.168.18.22 Aug 4, 2022 6:29:50 PM Engineering Station _ J ' '
Siemens 57
Metbios Datagram Service, SME

192.16818.5 Aug 4, 2022 6:29:50 PM FLC _ g ' " SIEMENS AG
Siemens 57
Metbios Datagram Service,

192.16818.4 Aug 4, 2022 6:29:50 PM FLC Metbios Name Service, SMB, SIEMENS AG

Siemens 57

_ ) _ Metbios Datagram Service, SMB,
192.168.23.10 Aug 4, 2022 6:29:4%9 PM Engineering Station _ VMWARE INC.
Siemens 57 Plus




Szliton

OTHRY NDJ—D

SCADA/HMI

MES (BUMEETI XTL)

LI
| oor>aT

NILDOT 7D Y NJ—D -
LIES AFv > -

PLC PLC “  #raancuaun
=) RO

7




Szliton

OTHRY NDJ—D

SCADA/HMI

MES (BUMEETI XTL)

LI
O >a4T

IPS
ANERA
BrlE=> A5 I

N
N &
SivA
I J
\’" |

N\
—

5 )\A 2O

!

EFR] SN TULVRL)Y }




Szliton

CIE
> AT LERPHENMA L Z R AR DI CEDRIC U TS M(C
F R ARA]

AT LERGEN(CERLU T, SREGERDIBF=ZIRRD
batiil

FIMBEZIE U CH A/ —IRENS S AT LAVPT Y ZRET D

AL




II. Microsoft Defender for IoT Szliton

- HIE
o S RTKERK
- HEE
- BIERE
- AJRAL
- EERA]
- o+ 1 VT Ko & DEE




Szliton

REEVEEM > JTRRE OT S RAFLARITICESNIZE
v  EEE BRERzTOIttF1IVTaVIUI—2>3>

S A ADERIE. YRI5
FINAXA—ExRY NDO—0O3 v T Z=BEE1ERk. BENJ XD
DHTREEE (C K DREES IS U X TR Z 1R
FE AR
OT MIGDITEN DT EBRA > T U2 1T > XICKDBEEZIRE]
ot 1 U5 Em EDiEE
SIEM. SOAR. 71477 OA—)L. IDS/IPS 1XEFRA IR
SA—DttFa1 VT B EEE




Szliton

Defender for IoT
° S — )L

T — I .
: - )1 RXIEEHR
\ 4 « U XGﬁjﬁ ﬁ%:%

« 7S—h

SCADA/HMI

-
—

== (S5-R—H)




HERE < BT 1 0D A > Seliton

<

https://1.212.8:9000/]; X =+

C ARENU|bsps/1. 2 % » 0@

= Microsoft

Azure Defender for loT On-premises Management

Console




BEgE  BEAE - X" —IHim Szliton

Management console X +

< C A FEEINTVEWEE | hitps)/#/asset-inventory & 1r

s Microsoft Device Inventory

Enterprise View

Last Activity Type Protocols

Site Management
Metbios Datagram Service,

Aug 4, 2022 6:29:52 PM Unknown MNetbios Name Service, SMB,

Device Inventory
Siemens 57, Siemens SICAM

Alerts DNP3 (Identifiers: 218), DNS,
MODBUS (Identifiers: Master)

Aug 4, 2022 6:29:52 PM Unknown Netbios Datagram Service,
Metbios Name Service, SMBE,
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. _ . _ MNetbios Datagram Service, SMB,
192.168.123.10 Aug 4, 2022 6:29:49 PM Engineering Station _ VMWARE INC.
Siemens 57 Plus

_ _ ) _ MNetbios Datagram Service, SMB,
192.168.118.22 Aug 4, 2022 6:29:50 PM Engineering Station _
Siemens 57

Metbios Datagram Service,

172.30.35.255 Aug 4, 2022 4:49:03 PM Multicast/Broadcast _ _
Metbios Mame Service, SMB

_ Metbios Name Service, SME,
192.168117.7 Aug 4, 2022 6:29:52 PM PLC _ _ SAT GMBH & CQ.
Siemens 57, Siemens SICAM

. ~ ICMP, Nethios Datagram Service,
192.168.117.8 Aug 4, 2022 6:29:51 PM FPLC _ SAT GMEBH & CO.
SME, Siemens SICAM
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